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Authorized Credit Card processing terminals may be used on the GVSU campus.  You must acquire the 
device through the GVSU Business & Finance department unless otherwise approved (i.e. Bookstore has 
their own vendor and terminals).   
 
This document describes secure practices that you must follow in setting up and using the terminals to 
conduct credit card transactions.  We are required by the payment card industry regulations to review 
devices and check for tampering.    
 
Suspicious activity or identifying a device that appears to have been tampered with should be 
reported immediately to the Information Technology and/or Business & Finance departments. 
 
Guidelines in setting up and maintaining your device: 
 

1. Never leave device unattended. Keep device in site when in use. Do not walk out or turn away 
from device to allow unsupervised access to device. 

2. Perform a settlement each day and prepare the daily cash report in OnBase. 
3. Lock up device when not in use and when done processing for the day 
4. Train approved personnel on use of device and PCI guidelines 
5. Do not allow anyone besides the Business & Finance office to inspect/fix the device 
6. Any suspected tampering of a payment terminal must be reported immediately to IT and 

Business & Finance. 
7. Payment terminals must remain within sight of authorized staff during operation and secured 

when not in use. 
 

Daily Checklist – check off on log sheet provided.   
These sheets will be reviewed monthly by your department PCI Primary Contact and annually by the 
Business & Finance office. Failure to maintain log files will result in loss of terminal. 

1. Visually check the device and compare it to the original picture provided to you upon purchase of 
the device 

a. Verify the Serial # on each device with what is on your inventory of devices 
b. Visually inspect the screw holes and/or plates to ensure they have not been 

tampered with 
c. No additional equipment/wires are hooked to the device 
d. Inspect keypad for fake overlays/keypads that seem thicker than rest of the terminal 



e. Inspect terminal for parts that do not match in styling, color or material 
 
 


