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The PCI Primary Department Contact is responsible for reviewing credit card processing terminal use by
employees and ensuring the employees are properly handling cards that are left behind.

1.

Encourage employees to say to customers “Don’t forget your credit card.”
Have the terminal within line of vision so that employees can see when a card is left behind.
If a card is left behind, it should immediately be given to the supervisor.

e The supervisor must double lock (in locked drawer or safe/behind locked office).
Card information must be logged on electronic file to include Date left behind, Name on
card, card type, last 4 digits, date left behind, actions taken (see below 3-5).

e If the supervisor is solely responsible for credit card processing, the supervisor should
notify the Business & Finance office, double lock/combination safe and log.

Call or email the customer if contact information is available.
e DO NOT email any part of the card number/expiration date/CVV code.
e You may state “Your credit card was left at location on date. “

Photo identification will be required to pick up the card.

The card will be held at location for three business days and then destroyed by cutting into 6
pieces (including cutting down the middle of the number and the name) and placing the pieces
into at least 2 different trash receptacles in such a manner that the physical pieces could not be
reconstructed to form the name or card number.

Destroyed credit cards must be documented in a log maintained by the department.

Repeated incidents involving unattended cards must be reported to Information Technology (IT)
security for review.



