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| understand my department either directly processes cardholder data or uses a third-party service provider to
process cardholder data.

As the GVSU PCl primary contact for my department, the following responsibilities are required:

e | understand the importance of PClI compliance and will adhere to all policies and procedures at GVSU

e |understand it is my responsibility to inform and train all employees, student employees or contractors
whose responsibility encompasses the processing of cardholder data within my department

e | understand that if my department uses a swipe terminal or mobile device, | am responsible for ensuring
that a daily and monthly inspection occurs and log sheets (found on the GVSU PCI website) are
maintained per device.

e |lunderstand if using card present transactions and a credit card is left behind, | will adhere to the Credit
Card Left Behind instructions to properly store, manage and dispose of the credit card

e | will ensure that a unique ID and/or password is required for every person handling credit card data. Note
that swipe terminals do not require unique ID.

o | will ensure that access privileges will be limited to job responsibility

e | willimmediately remove access for employees upon termination and/or change of responsibilities

e | will notify the Business & Finance Office and the Associate Vice President/Chief Information Officer of
any staff personnel changes within the cardholder processing responsibilities as we must maintain a log of
employees who can access/process the data.

e | have been informed and understand the GVSU PCI compliance requirements

e |also understand that the following statement is required in the Confidentiality Agreement and Security
Policy that is acknowledged by students and/or contractors that work for me:

e  Primary PCl contacts must ensure all vendors processing cardholder data maintain current PCl compliance
documentation.

e Any suspected compromise of payment systems must be reported immediately to Information
Technology and Business & Finance.

e  User access to cardholder data systems must be reviewed at least annually and removed immediately
when no longer required.

NOTE: Individuals whose authorized work includes processing customer credit card data must be informed,
trained and sign off on documents pertaining to Payment Card Industry (PCl) compliance. Such training is
the responsibility of the PCl Primary contact person within the department.



