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INTRODUCTION. GVSU contracts with many third party vendors for credit card
payment services. Each vendor must be reviewed by Information Technology (IT) and
Business and Finance for PCI compliance.

Grand Valley State University has a responsibility to comply with PCI DSS. To that
end, the University has created an internal PCI compliance committee to:

Comply with PCI compliance policies set forth by the industry
Create internal policies and procedures to protect cardholder data

Inform and train GVSU personnel who process cardholder data

=

Perform an annual review for compliance

The following outlines the questions and documentation required for review by IT and
Business & Finance before any legal agreements can be signed between GVSU and
proposed vendor.

Once this information is received and reviewed, a recommendation will be made to the
requesting department on whether a business agreement can be pursued and if there
are any follow up questions.

e Provide an Attestation of Compliance (AoC) that explicitly covers what services
the proposed vendor supplies. If additional PCI services are contracted out from
the third party vendor, those must be identified and proof of PCI compliance is
also required from the additional vendors.
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Provide proof of quarterly scans (if required based on service)
Provide data flow diagrams of proposed solution

Discuss banking process with Business & Finance to determine who is merchant
of record; processes are appropriate and fees are approved

Provide legal agreement, including all fees associated with contract, for review
by Information Technology, Business & Finance, and university legal counsel

If the third party vendor solution if approved, the following must be obtained annually from
the third party vendor by the department:

Updated AoC
Proof of quarterly scans (if applicable)
Updated data flow diagrams if processes have changed

Required upgrades to comply with any new PCI regulations that have occurred
in the prior year. This may require GVSU to sign annual maintenance
agreement for upgrades, in which case this is the responsibility of the
department receiving the services.
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