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1 INTRODUCTION AND SCOPE

1.1 Introduction

This document explains Grand Valley State University (GVSU)’s information security requirements
for the University’s Payment Card Industry (PCI) environment. GVSU’s management has committed
to these security policies to protect information utilized by GVSU in attaining its business goals. All
employees whose responsibilities include cardholder data processing are required to adhere to the
policies described within this document.

1.2 What is Payment Card Industry Compliance?

The Payment Card Industry Data Security Standard (PCI DSS) Program is a mandated set of security
standards that were created by the major credit card companies to offer merchants and service
providers a complete, unified approach to safeguarding cardholder data for all credit card brands.

PCI DSS requirements apply to any entity that stores, processes, or transmits cardholder data. The
requirements apply to all methods of credit card processing. This document addresses all
requirements of PCI DSS. For more information about this standard, visit the official website at:
https://www.pcisecuritystandards.org.

1.3 Scope of Compliance

The PCI requirements apply to all system components. System components are defined as any
network component, server, or application that is included in or connected to the cardholder data
environment. The cardholder data environment is defined as part of the network that possesses
cardholder data or sensitive authentication data.

The Cardholder Data Environment (CDE) includes:

e Systems that store, process, or transmit cardholder data
e Systems that provide security services for the CDE
e Systems connected to the CDE that could impact its security

Connected-to systems include:

authentication systems

centralized logging infrastructure
monitoring or intrusion detection systems
administrative jump servers

1.4 Policy Governance

PCI policies must be reviewed and approved annually by the PCI Committee and updated to reflect
current PCI DSS requirements.
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2 POLICY ROLES AND RESPONSIBILITIES

2.1 Policy Applicability

All employees, contractors, vendors and third parties that use, maintain, or handle GVSU PCI
information assets must follow this policy. Policy exemptions will be permitted only if approved in
advance and in writing by the Chief Information Security Officer (CISO).

2.2 Chief Information Security Officer

The Chief Information Security Officer is responsible for the overall PCI DSS compliance program
including policy governance, risk management, audit coordination, compliance reporting, policies and
procedures regarding the confidentiality, integrity, and security of its information assets. The Chief
Information Security Officer serves as the designated PCI Compliance Program Owner and is
responsible for coordinating PCI DSS compliance activities across the University.

The Chief Information Security Officer works closely with other GVSU managers and staff involved in
securing the University’s information assets to enforce established policies, identify areas of concern,
and implement appropriate changes as needed. Specific responsibilities of the Chief Information
Security Officer include:

» Make high-level decisions pertaining to the information security policies and their content.
Approve, in advance, exceptions to these policies on a case-by-case basis

» 0On an annual basis, or upon significant changes to the environment, coordinate a formal
risk assessment to identify new threats and vulnerabilities and identify appropriate
controls to mitigate any new risks

» Annually review information security policies and procedures to maintain adequacy of
emergent business requirements or security threats

> Make sure that all third parties with whom cardholder data is shared are handled
according to the Third Parties and Third-Party Agreements Policy (Section 17)

» Maintain, update, and distribute the Incident Response Plan and Procedures (Section 14)
to all users

» The CISO is responsible for verifying that employees are provided security awareness
training upon hire and at least annually

» THE CISO is responsible for disseminating security awareness information to system users
utilizing multiple methods of communicating awareness and educating

» The CISO will maintain all Security Awareness and Acceptable Use (Appendix A) policies

» Authorization Request (Appendix G) are requested and managed via email by each
individual department. Approval must be via an authorized supervisor of the department

» On an annual basis, consult with the different business units to confirm that any new
acceptance channels for credit cards have been included in the scoping process. Any
changes in the scope must be updated in the PCI Environment Description (Appendix P)

> Complete tasks as required by the Periodic Operational Security Procedures (Appendix N)

» Maintaining an up-to-date cardholder data flow diagram
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2.3 Information Technology (IT) Department

The Information Technology Department works with departmental system managers, administrators,
and users to develop security policies, standards, and procedures.

The Information Technology Department is dedicated to security planning, education, and
awareness. Specific responsibilities of the Information Technology Department include:

2.3.2 PCI Policy Governance

Maintain and update existing information security policies and procedures Review the policy on an
annual basis Act as a central coordinating department for implementation of information security
policies. PCI policies will be reviewed and approved annually by the PCI Committee and updated as
required to maintain PCI DSS compliance. Create, maintain, and distribute incident response and
escalation procedures and Physical Controls

2.3.3 Security Awareness Training
Security awareness training must include, at minimum:

e Protection of cardholder data

e Phishing and social engineering awareness
e Incident reporting procedures

e Payment terminal tampering awareness

e Records of completed security awareness training must be maintained by Information
Technology.

e Training completion records must be retained to demonstrate compliance during PCI audits.

e Personnel who fail to complete required training may have access to payment systems
suspended until training requirements are met.

Page 5 of 70



2.3.4 Physical and User Control Responsibility

Control and monitor access to restricted areas and confidential data. Ensure appropriate physical
controls are in place. Complete tasks as required by the Periodic Operational Security Procedures
(Appendix N)

2.3.5 Risk Assessment

Complete an annual PCI risk assessment that must be conducted to identify and mitigate threats to
cardholder data

2.3.6 Cardholder Data Environment (CDE) Segmentation

The cardholder data environment must be segmented from other networks where feasible and
segmentation controls must be validated annually. Validation must confirm that systems outside
the CDE cannot directly access cardholder data.

2.3.7 Network diagrams and Data Flow Documentation

Grand Valley State University must maintain current network diagrams that clearly document the
architecture of systems involved in payment card processing.

Network diagrams must:
e Identify the Cardholder Data Environment (CDE) and all systems connected to it.
e Show the boundaries between trusted and untrusted networks.

e Include all network components, such as firewalls, routers, switches, wireless access points,
and payment processing systems.

o Identify segmentation controls used to isolate the CDE from other university networks.

e Document third-party service provider connections that interact with payment processing
systems.

e Show connections between internal systems, external networks, and payment service
providers.

Network diagrams must be:
e Maintained by Information Technology.
¢ Updated whenever significant changes occur to network infrastructure or payment systems.

e Reviewed at least annually to ensure accuracy.

Cardholder Data Flow Diagrams

Departments that accept payment cards must maintain documentation describing how cardholder
data flows through their systems and processes.

Data flow diagrams must include:

e All points where cardholder data is collected, transmitted, processed, or stored.
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e Interfaces between GVSU systems and external payment processors or vendors.
e The systems responsible for authorizing, processing, and settling transactions.

e Any security controls protecting cardholder data during transmission or processing.

Data flow diagrams must be:
e Reviewed annually by the PCI compliance team.

e Updated when payment processes or systems change.

2.4 System Administrators
System Administrator responsibilities include:

» Applying GVSU information security policies and procedures as applicable to all
information assets

» Completing tasks as required by the Periodic Operational Security Procedures
(Appendix N)

2.5 Human Resources (HR) Department
The following items are the ongoing responsibility of the HR Department:

» Assist the Information Technology Department with publishing and disseminating GVSU
information security policies

» Perform background checks on new employees who will have access to cardholder data or
the PCI environment

» Work with IT to administer sanctions and disciplinary action relative to violations of the
Information Security Policy

» Notify the IT Department when any employee is terminated

2.6 Users
The following are specific responsibilities of all GVSU information system users:

» Understand what the consequences of their actions are regarding computing security
practices and act accordingly.

> Maintain awareness of the contents of the information security policies

» Upon hire and at least annually, read the security policy and sign the GVSU Security
Awareness and Acceptable Use Policies (Appendix A)

> Classify confidential and sensitive information according to the Data Classification Policy
(Section 4.2)
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3 IT CHANGE CONTROL POLICY

3.1 Policy Applicability

All proposed changes to GVSU network devices, systems, and application configurations must follow
this policy. All proposed changes to in-scope components which could affect the security of
cardholder data, or the cardholder data environment must follow this policy. At a minimum, this
must include changes to network connections, firewall and router configuration, system and
application configuration changes, security patches, and other changes as required to ensure the
environment’s security posture is not adversely affected.

3.2 Change Request Submittal

Changes to systems within the PCI environment must follow formal change management procedures
including testing, documentation, approval, and rollback planning. The responsible party that will be
implementing the change must record the change per the Change Request listed in (Appendix C).
Security testing must be performed after significant changes to systems within the PCI environment
to ensure controls remain effective.

Requests will not be reviewed without the following information:

> Impact Description - The impact of the change must be documented so that all the
affected parties will be able to plan accordingly for any processing change

> Back-out Procedures - If the change does not go as intended a plan must be in place
that describes the process of reverting the environment to its original configuration

> Test Plan - A set of planned tests must be developed to verify that the change
accomplished what it was supposed to do and does not adversely affect other system
components or create a weakness in the security posture of the environment

> Approval - All changes are reviewed for approval by the CISO and/or delegated
personnel

3.3 Change Request Approval

Major changes in the PCI environment TDX PCI Change Request (LINK). Common daily activities
such as changing a different user’s password, updating a port on a network appliance, a simple
firewall rule update, a new vendor MID, do not need to be preauthorized. Do note that there must
be notification of these changes in the PCI Change Log. Major changes include: A new vendor/Third-
party service provider (TPSP) being used, an entirely new service being added, entirely new IT
infrastructure being added. After all planning and documentation is completed, all relevant
personnel must sign-off on the Change Request (Appendix C).

3.4 Change Testing

Testing of all security patches, system, and software configuration changes must be performed.

3.5 Change Implementation

All changes must be implemented according to the documented change procedures that were tested
successfully. Any discrepancies between expected results and actual results that impact the network,
systems, applications, business requirements, or support procedures must result in the immediate
invocation of the documented back-out procedures.
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4 DATA CLASSIFICATION AND CONTROL POLICY

4.1 Policy Applicability

All data stored and accessed on GVSU information systems must follow this policy. Policy exemptions
will be permitted only if approved in advance and in writing by the CISO.

4.2 Data Access

All confidential or sensitive data must be protected via access controls to ensure that data is not
improperly disclosed, modified, deleted, or rendered unavailable. Logs must track all access to such
data and identify who and when the data was accessed. See the Security Event Log Management
(Section 16) for more details.

4.2.1 Data Access Request Process

The following generally describes the workflow used by GVSU for requesting new access:

1. The manager of the candidate will authorize access via the Authorization Request (Appendix G).
The request must reflect the access requirements based on the employee’s role and clearly
identify any additional access requirements above the standard defined role.

2. The Information Technology Department will review the request and determine if changes are
necessary.

3. Once the Information Technology Department approves the request, they will forward it for
account creation.

Requests for change of access must follow the Authorization Request (Appendix G) procedure.

Direction regarding removal of an employee’s access shall follow the same workflow above except
the request for removal can come from either the HR Department or the employee’s manager.

4.3 Physical Security

Hard copy materials and electronic media containing confidential or sensitive information must be
protected by appropriate physical access controls. The following must be observed:

» Cameras or other logged access control mechanisms must be used to monitor the entry
and exit points of places where confidential or sensitive data is stored, processed or
transmitted

» Video cameras or other mechanisms should be protected from tampering or disabling. The
data collected must be monitored and stored for at least 3 months unless otherwise
restricted by law

» Appropriate facility controls must be used to limit and monitor physical access

> Visitor logs and physical audit trails from access to sensitive areas must be collected and
kept at least 3 months unless otherwise restricted by law

All visitor access must be recorded in the Visitor Log (Appendix M)
» Publicly accessible network jacks must be enabled only when needed by authorized
personnel and disabled after use
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» Physical access to wireless access points, gateways, handheld devices,
networking/communications hardware, and telecommunication lines must be restricted

» Server consoles in the Data Center must be locked with user ID and password as per the
Account and Access Management (Section 4.5)

4.4 User Authentication

Authentication systems must incorporate risk-based monitoring capable of detecting abnormal login
patterns or suspicious authentication behavior.

4.4.1 Users

Every user must use a unique user ID and password for access to GVSU information systems and
networks.

The use of non-authenticated (e.g. no password) user IDs or user IDs not associated with a single
identified user are prohibited. Shared or group user IDs are prohibited.

Each user’s access privileges must be authorized according to business needs, restricted to least
privileges necessary to perform job responsibilities, and assigned based on job classification and
function. Access control systems must have a default deny-all setting.

Multi-factor authentication (MFA) must be used for:

e All remote access to the Cardholder Data Environment (CDE)
e All administrative access to systems within the CDE
e Any access originating from outside the trusted network

MFA must include at least two of the following authentication factors:

Something the user knows (password or passphrase)
Something the user has (hardware token, authenticator application)
e Something the user is (biometric factor)

4.4.2 Systems

Each computer system must have an automated or procedural access control process to authenticate
all system users. Every system and process must:

> Identify each user through a unique user identifier (user ID)

Authenticate every user, system and application ID with a password

Require all passwords to be at least 12 characters in length

Require complex passwords, consisting of both numeric and alphabetic characters
Require that new passwords cannot be the same as the 4 previously used passwords

Lock out accounts after not more than 6 invalid logon attempts

YV V V V V

Require that once a user account is locked out it remains locked for 30 minutes or until
the System Administrator resets the account

Y

Require system/session idle time set to 15 minutes (900 seconds)

» Require passwords to be reset at least once every 90 days
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> Service level accounts (e.g. accounts that are not used interactively by users to login)
may be exempt from password rotation with management approval

» Encrypt all passwords during transmission and storage on all system components
> Remove or disable inactive users at least every 90 days

» Systems within the Cardholder Data Environment must synchronize their system clocks
using approved network time services to ensure accurate logging and event correlation.

4.4.3 Security Logging Requirements

Grand Valley State University must ensure that systems within or connected to the Cardholder Data
Environment (CDE) generate security logs that record system activity relevant to the protection of
cardholder data.

Security logging must include, at a minimum:

User authentication events (successful and failed login attempts)

Administrative or privileged account activity

Access to systems involved in payment processing

System configuration changes

Security events such as malware detections, access violations, and account lockouts

4.4.4 Centralized Log Collection

Security logs generated by systems within the CDE must be centrally collected and monitored by
Information Technology using approved logging or security monitoring systems.

Centralized logging enables:

e correlation of security events
e detection of suspicious activity
o timely investigation of potential security incidents

4.4.5 Log Review

Information Technology must review security logs on a daily basis to identify suspicious activity or
indicators of compromise affecting PCI systems.

Any anomalies or suspected security incidents must be investigated according to the PCI Incident
Response Plan.

4.4.6 PCI Asset Inventory

Grand Valley State University must maintain an inventory of all systems that are part of, or connected
to, the Cardholder Data Environment (CDE).

The PCI system inventory must include all system components involved in the processing,
transmission, or security of payment card transactions.
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Information Technology is responsible for maintaining the PCI system inventory. The PCI system
inventory must be reviewed at least annually to ensure all systems within the Cardholder Data
Environment are accurately documented. Inventory records must be updated whenever PCI
systems are added, modified, or decommissioned.

The inventory must include the following types of systems:

Servers supporting payment processing systems

Payment applications and supporting software

Network devices such as firewalls, routers, switches, and wireless access points
Security monitoring systems protecting the PCI environment

Virtual systems or cloud infrastructure supporting payment processing

Any system that could impact the security of cardholder data

The inventory must document the following information for each system:

System name or identifier

Device or system type (server, firewall, application, terminal, etc.)
System owner or responsible department

Physical or logical location

Purpose or role in the PCI environment

System classification (PCI in-scope or connected-to PCI environment)

The PCI system inventory must be:

¢ Maintained by Information Technology
e Reviewed at least annually to ensure accuracy
e Updated whenever systems are added, removed, or modified within the PCI environment

Payment Terminal Inventory

All payment terminals used for credit card processing must be recorded in the PCI device inventory
maintained by the Business & Finance department.

The terminal inventory must include:

Terminal model and manufacturer

Serial number

Assigned department or location

Date issued or deployed

Responsible PCI Primary Department Contact

Departments must verify that all payment terminals listed in the PCI device inventory are accounted
for during monthly terminal inspections.

Asset Tracking and Lifecycle Management
Systems and payment devices within the PCI environment must be tracked throughout their lifecycle,
including:

e Procurement of systems or devices
e Deployment into the PCI environment
e Configuration changes affecting the PCI environment
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e Decommissioning or replacement of systems or devices
Systems and devices that are retired must be:

e Securely removed from the PCI environment
e Updated in the PCI system inventory records

4.5 Account and Access Management

4.5.1 Information Technology Systems Analysts

The Information Technology Systems Analysts will coordinate access based on employees’ job
classification and function as discussed in the Data Access Request Process (Section 4.2.1).

The Information Technology Systems Analysts, in conjunction with business unit management, will
maintain a role-based access control (RBAC). The Role Based Access Control (Appendix Q) must be
used to document the RBAC.

The Information Technology Systems Analysts will perform a bi-annual audit of computer resource
authorizations to confirm that access privileges are appropriate. The audit will consist of validating
access rights for sample user populations (including a sample of privileged accounts). Also, a review
of database application IDs must be included to verify that application IDs can only be used by the
applications and not by individual users or other processes.

Extension authorizations for contractor accounts must go through the Information Technology
Systems Analysts to provide an audit trail.

4.5.2 System Administrator Responsibilities

The System Administrator has the following responsibilities regarding user account and access
management:

» Account creation requests must specify access either explicitly or via a role that has been
mapped to the required access. The Data Access Request Process (Section 4.2.1) must be
followed for the creation of new accounts

» Access must be immediately revoked for terminated or transferred users or for any user
whose access is no longer required

» Ensure that access privileges are revoked as soon as possible by following the Data Access
Request Process (Section 4.2.1)

» User IDs shall be removed or disabled after ninety (90) days of inactivity

o This requirement may not apply to certain specialized accounts (e.g., admin, root,
etc.) as approved by the CISO

» Passwords set by System Administrators must be changed by the user immediately upon
the users’ next login

» System Administrators must validate the identity of users before performing a password
reset

» Contractor accounts must have Information Technology Department approval and must
automatically expire at the end of the contract date
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o Extensions must be requested through the Information Technology Department
o System Administrators must monitor these accounts while they are in use

Vendor accounts used for remote maintenance must only be enabled during the time that
access is needed and monitored while being used

System Administrators must enable audit logs to record user and administrative activities

Audit logs must be stored securely and retained according to the Data Retention and
Disposal Policy (Section 5)

Access to management consoles for wireless networks must be limited to the System
Administrator
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5 DATA RETENTION AND DISPOSAL POLICY

5.1 Policy Applicability

All data deemed confidential or sensitive by the Information Technology Department which is stored
on GVSU PCI networks and systems must follow this policy. Exemptions from this policy will be
permitted only if approved in advance and in writing by the Chief Information Security Officer.

5.2 Retention Requirements

All confidential and sensitive data, regardless of storage location, will be retained only as long as
required for legal, regulatory, and business requirements. The specific retention length will be
established by the data creator or Chief Information Security Officer.

Cardholder data used for single transactions may be kept for no more than four days. This applies
for cardholder data retained in any kind of format including digital and paper.

Cardholder authentication data, including full track data (from the magnetic stripe on the back of a
card or equivalent data on a chip), card verification code (CVV2, CVC2, CID, CAV2 data), PINs, and
encrypted PIN blocks information, will be retained only until completion of the authorization of a
transaction. After authorization, the data must be deleted according to the Disposal Process Policy
(section 5.3). Storage of sensitive authentication data post-authorization is forbidden (even if
encrypted).

All system and network audit logs must be immediately available for three months and must be
retained for one year.

All confidential or sensitive hardcopy data, when no longer needed for legal, regulatory, or business
requirements must be disposed by using an approved method documented in this policy. See the
Paper and Electronic Media Policies (Section 6) for more details.

5.3 Disposal Process

GVSU does not store cardholder data. For third-party applications or temporary use paper containing
cardholder data, a review must be conducted at least on a regular basis, to verify that stored
cardholder data does not exceed retention policy requirements.

Other applicable data stored in files and directories where the containing media will be re-used must
be deleted securely by a wiping utility approved by the Information Technology Department.

Media containing confidential or sensitive data that should no longer be retained must be disposed
of in a secure and safe manner as noted below:

» All computer or digital media (including credit card terminals or POS devices) - place in IT
shred bins or take directly to authorized shred service

» Hardcopies (paper receipts, paper reports, and faxes) — destroy in a PCI rated cross-cut
shredder

Before computer or communications equipment can be sent to a vendor for trade-in, servicing, or
disposal, all confidential or sensitive information must be destroyed or removed according to the
approved methods in this policy.
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Computer storage media such as drives, floppy, optical disks, or magnetic tapes may not be donated
to charity or otherwise recycled.

Outsourced destruction of media containing confidential or sensitive information must use a bonded
disposal vendor.

Storage containers used for information to be destroyed (such as to-be-shredded containers) must
be locked to prevent access to its contents.
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6 PAPER AND ELECTRONIC MEDIA POLICIES

6.1 Policy Applicability
All employees handling hardcopy or electronic media must follow this policy. Exemptions from this

policy will be permitted only if approved in advance and in writing by the Chief Information Security
Officer.

6.2 Storage

6.2.1 Physical Security

Hard copy materials and electronic media containing confidential or sensitive information must be
protected by appropriate physical access controls as described in the Physical Security Policy (Section
4.3).

6.2.2 Hardcopy Media

Hard copy materials containing confidential or sensitive information are subject to the following
storage guidelines:

» Printed reports containing consumer confidential or sensitive data are to be physically
retained, stored, or archived only within secure GVSU office environments, and only for
the minimum time deemed necessary for their use

» At no time is printed material containing confidential or sensitive information to be
removed from any GVSU Data Center without prior authorization from the Information
Technology Department

» All hardcopy material containing confidential or sensitive information should be clearly
labeled as such

> All confidential or sensitive hardcopy media must be stored in a secure and locked
container (e.g. locker, cabinet, desk, storage bin)

> Confidential or sensitive hardcopy material is never to be stored in unlocked or insecure
containers or open workspaces

» All confidential or sensitive hardcopy material sent outside the facility must be logged and
sent via secured courier or other delivery method that can be accurately tracked and that
has been approved by the University

6.2.3 Electronic Media

Electronic media containing confidential or sensitive information (e.g., CD, DVD, floppy disk, hard
disk, tape, USB thumb drive, etc.) is subject to the following storage guidelines:

> At no time is electronic media containing confidential or sensitive information to be
removed from any GVSU Data Center without prior authorization from the Information
Technology Department

> Electronic media containing consumer confidential or sensitive data are to be physically
retained, stored, or archived only within secure GVSU office environments, and only for
the minimum time deemed necessary for their use

> All electronic media containing confidential or sensitive information must be clearly labeled
as such
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All removable, confidential, or sensitive electronic media must be stored securely

All confidential or sensitive electronic media sent outside the facility must be logged and
sent via secured courier or other delivery method that can be accurately tracked and that
has been approved by the Information Technology Department

6.3 Payment Terminal Inventory

A Media Inventory Log (Appendix D) and Capture Device Inventory Log (Appendix S) is to be kept in
all secure media (hardcopy and electronic) storage locations.

The Capture Device Inventory Log (Appendix S) must contain a list of all devices that capture
payment card data (such as card swipe or dip). The Inventory log must contain at the minimum
make, model, location of device, and device serial number (or other method of unique identification).
If mobile devices are used the location should be the person assigned to the device.

Ensure the list is updated anytime devices are added, relocated, or no longer used.

If card payment capture devices are used, procedures to periodically inspect device surfaces to detect
tampering (for example, addition of card skimmers to devices), or substitution (for example, by
checking the serial number or other device characteristics to verify it has not been swapped with a
fraudulent device).

The type and frequency of inspections is determined by the merchant, as defined by their annual
risk-assessment process.

GVSU requires the following:

e Daily (or upon frequency of use) inspection of card-reading devices by department staff with
inspection log sheets to be kept one full year within the department (Appendix S)

e Monthly inspection of card-reading devices by department PCI Primary Contact (Appendix S)

¢ Annual inspection by Business & Finance staff (Appendix S)

Ensure all card payment devices are inventoried annually and updated anytime devices are changed
or inspected (Appendix S).

All authorized wireless access points must be inventoried in Authorized Wireless Inventory Log
(Appendix T). The inventory entry for each authorized wireless access point must include a
documented business justification.

6.4 Destruction

Hardcopy and Electronic media must be destroyed as outlined in the Data Retention and Disposal
Policy (Section 5).

All hardcopy shred bins must always remain locked (until shredding). Employees must cross-cut
shred any printed material containing confidential or sensitive information immediately after use.
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7 FIREWALL AND ROUTER SECURITY ADMINISTRATION
POLICY

7.1

Policy Applicability

All firewalls and routers on GVSU PCI networks, whether managed by employees or by third parties,
must follow this policy. Exemptions from this policy will be permitted only if approved in advance
and in writing by the Chief Information Security Officer.

7.2 Device Management Responsibilities

Management of all GVSU firewalls and routers shall be maintained by the Information Technology
Department.

>

A\

YV V VYV V

7.2.1 Information Technology Department

Assure that changes to hardware, software, and security rules of firewalls and routers are
approved by the Information Technology Department

o Verify that all changes are performed as described in the IT Change Control Policy
(Section 3)

Document all firewall and router security rule changes utilizing the Permitted Network
Services and Protocols (Appendix F)

Review, and update network diagrams ad hoc to assure they accurately describe all
connections to confidential or sensitive information, wireless networks, and critical
network protection mechanisms

Enable appropriate logging on all security systems and perform active daily monitoring of
the logs that report security events

Report network security incidents to the CISO immediately upon discovery

Coordinate an appropriate response with the Information Technology Department to
mitigate security events

Ensure that router configuration files are secured and synchronized properly
Monitor system and application specific alerts on critical systems
Notify the appropriate parties in the event of a security system failure or security event

Assure that security rules applied to the firewalls and routers are sufficient to protect
GVSU networks and University assets from external attacks and unauthorized access

Assure that security rules applied to the firewalls and routers are sufficient to prevent
internal security events from leaving the GVSU network

Review all firewall and router security rule change requests for policy compliance prior to
submission through the change management process

Ensure that all protocols/services allowed through the firewalls and routers are properly
documented

Ensure risky protocols, such as FTP, TELNET, POP3, IMAP, and SNMP, have undergone a
risk assessment

Page 19 of 70



>

>

o Unsecured protocols in use must have a current documented business need and
are secured as per documented security standard

= Unsecured protocols must be encrypted via SSH or other encryption
technology

Actively monitor firewall and router security events to identify internal or external security
incidents

Conduct a review of all firewall and router rule sets according to the frequency specified in
the Configuration Review Policy, Section 7.5

Coordinate an appropriate response to mitigate security events

7.3 Allowed Services

The list of currently approved paths, services, and ports, with their corresponding justifications, is
listed in the Permitted Network Services and Protocols (Appendix F). Every connectivity path and
service that is not specifically permitted by this policy, with supporting documents issued by the
Information Technology Department, must be blocked by GVSU PCI firewalls by using an explicit or
implicit deny all statement.

7.4 Allowed Network Connection Paths and Configuration

Requirements

To restrict the connection paths, a firewall must be installed at each Internet connection and between
any Demilitarized Zone (DMZ) or wireless network and the internal network zone. In addition, the
following must be followed:

>

>

All Internet-based inbound traffic is only permitted into a firewall segmented DMZ network
(The GVSU PCI network does not allow public inbound internet traffic)

Direct connections inbound or outbound are not allowed for traffic between the Internet
and the internal PCI environment

Anti-spoofing technologies must be configured on perimeter devices, denying or rejecting
all traffic with a:

o Source IP address matching internally allocated or GVSU owned address space
o Source IP address matching RFC 1918 address space
o Destination IP address matching RFC 1918 address space

The use of a stateful packet inspection firewall must be utilized for Internet and wireless
segmentation to only allow established connections into or out of each network segment.

VLANs with ACLs may be used for internal PCI environment segmentation so long as the
VLAN switch is compliant with PCI and hardened to prevent all currently identified switch
exploits

Databases must be located on an internal network which is segmented from the GVSU
DMZ network and other untrusted networks

Disclosure of private IP addresses and routing information from internal networks to the
Internet must be prevented by using at least one of the following methods

o Network Address Translation (NAT)

o Placing critical production servers behind proxy servers/firewalls or content caches
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o Removal or filtering of route advertisements for private networks that employ
registered addressing

o Internal use of RFC 1918 address space instead of registered addresses
7.5 Configuration Review

At least every 6 months, the Information Technology Department must thoroughly review each
firewall and router rule set and record results of the review must be reported to the CISO.
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8 SYSTEM CONFIGURATION POLICY

8.1 Policy Applicability

All servers and network devices on GVSU PCI networks, whether managed by employees or by third
parties, must be built and deployed in accordance with this policy. Exemptions from this policy will
be permitted only if approved in advance and in writing by the CISO.

8.2 System Build and Deployment

8.2.1 System Purpose

All computing systems should be designated for a single primary purpose where possible. For virtual
environments, implement only one primary function per virtual system component. The host server
in a virtual environment must also be configured following the system configuration policy.

8.2.2 System Configuration Standards

All systems, prior to deployment in the production environment, must conform to the System
Configuration Standards (Appendix B). A valid business justification and risk assessment must exist
for all deviations from GVSU published configuration standards. Deviations require documented
approval by the CISO.

8.2.3 System Configuration Records

A System Configuration Record (Appendix H) must be completed for all deployed systems at the time
of installation and kept on file for as long as the system is in service. This form must be updated with
any future modifications to system configurations.

8.2.4 System Configuration Process
All new system deployments will follow this high-level procedure:
Install operating system
2. Update all operating system software per vendor recommendations

Configure operating system parameters and secure the system according to the system
configuration build documentation described in the System Configuration Standards
(Appendix B)

4. Install applications and software:

a. Install system specific applications and software according to System Configuration Record
(if this is a replacement for an existing system)

b. Install applications and software necessary for the system’s primary function
Update all application software per vendor recommendations

6. Configure application parameters according to the System Configuration Standards (Appendix
B)

Enable logging according to the Security Event Log Management (Section 16)
Complete system specific System Configuration Record (Appendix H) and maintain on file

Ensure that all vendor supplied defaults are changed before the system goes into production
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10. Verify that protocols, services and demons are secured
11. Configure system security parameters are hardened for security per vendor recommendation

12. Remove all unnecessary functionality, such as scripts, drivers, features, subsystems, file
systems, and unnecessary web servers

8.2.5 File Integrity Monitor (FIM) Tools

File integrity monitoring (FIM) tools must be used on all systems in the PCI environment to alert
personnel to unauthorized modification of critical system files, configuration files, or content files.
Unauthorized modifications may include changes, additions, and deletions of critical files.

FIM tools must be configured to perform critical file checks at least weekly.
The following files must be monitored:
» System executables

Application executables

Y

Configuration and parameter files

A\

Centrally stored, historical, or archived log and audit files

Y

Additional critical files as determined through risk assessment or other means

8.2.6 VPN Client and Personal Firewall Software

All computers and laptops used for remote access to the GVSU’s PCI network via the Internet must
have the following software installed:

» GVSU Staff may only connect to the PCI Environment using the PCI-Jump Server using a
GVSU Imaged/Approved system with multi-factor authentication

» Personal Firewall software with a non-user alterable configuration created by the
Information Technology Department

» VPN Client software utilizing GVSU’s multi-factor authentication service

8.2.7 Anti-virus Software

All servers, workstations, and laptops utilizing an operating system commonly affected by viruses
must have anti-virus software installed as described in the Anti-virus Policy (Section 9).

8.2.8 Time Synchronization

With the exception of the internal GVSU NTP (Network Time Protocol) servers, all GVSU production
systems must be configured to use one of the internal NTP servers to maintain time synchronization
with other systems in the environment. This must include any access monitoring equipment such as
video cameras and logs created by key card-controlled doorways.

Any changes to the time synchronization configuration must be logged, monitored, and reviewed.
Access to time data must be restricted to only personnel with a business need to access this data.
Access to system time synchronization services must be restricted to authorized administrators and
protected from unauthorized modification.
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Systems within the Cardholder Data Environment must synchronize their system clocks using
approved internal Network Time Protocol (NTP) servers. Internal NTP servers must synchronize with
trusted external time sources to maintain accurate system timestamps. Access to time
synchronization services must be restricted to authorized administrators. System time must be
monitored to detect and correct significant time drift.

8.2.9 Cardholder Data Processing Applications

All GVSU applications dealing with the processing or retrieval of cardholder data must, where there
is not a business need to display full primary account numbers (PAN), mask displayed PAN to no
more than the first six (6) and last four (4) digits of the full PAN. If the application is designed for a
specific purpose in which the full PAN must be displayed, approval must be given by the Information
Technology Department. In all cases the application must limit the display of the full PAN to the
fewest number of users possible.

8.2.10 Cardholder Data Storage Applications

All GVSU applications or systems which store cardholder data must be configured in a manner which
does not retain sensitive cardholder data such as full track data, card-verification codes, PINs or
encrypted PIN blocks. See the Data Retention and Disposal Policy (Section 5) for more information
on sensitive cardholder data. Storage devices on a network must be on an internal network
segregated from the DMZ as described in Allowed Network Connection Paths and Configuration
Requirements (Section 7.4). All access to networked storage devices will have its authentication and
communication encrypted. The PAN (Primary Account Number) must be rendered unreadable through
one of the following:

» Strong one-way hash functions (hashed indexes) such as SHA-1 with salts
» Truncation

» Index tokens and pads (pads must be securely stored)

>

Strong cryptography with associated key management processes and procedures. For
more information, see the Encryption Policy (Section 11.2.3)

In addition, the PAN must never be stored in clear text in databases, or removable media (such
backup tapes). The PAN must not be written to audit logs. Also, if hashed and truncated versions of
the same PAN are present anywhere in the GVSU PCI environment, additional controls should be in
place to ensure that the hashed and truncated versions cannot be correlated by unauthorized
parties attempting to reconstruct the original PAN.

8.3 Vulnerability Identification and System Updates

8.3.1 Vulnerability Identification

Members of the Information Technology Department must be informed of information security issues
and vulnerabilities applicable to GVSU computing systems. When security issues are identified, the
Information Technology Department is responsible for notifying appropriate personnel.

Vulnerability scans must be performed at least quarterly on systems within the PCI environment.
External vulnerability scans must be conducted by an Approved Scanning Vendor (ASV) where
required by PCI DSS.

GVSU System Configuration Standards (Appendix B) must be updated to reflect measures required
for protection from any newly discovered vulnerability.
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In addition to identifying new vulnerabilities, members of the Information Technology Department
need to assign a risk score to all vulnerabilities applicable to GVSU’s environment. Rank assignment
should also consider the criticality of the systems affected. Risk score must be used to prioritize
activities such as patch installation and equipment upgrades.

The score assigned to a patch or vulnerability needs to be based on industry best practices.
Vulnerabilities that are related to SQL Injection or Cross-Site Scripting need to be rated as high. The
risk score should be based on vendor classifications, where any issue described as Critical, Remote
Code Execution or Exceptional, needs to be prioritized. The evaluations of authoritative industry
security sources should also be monitored, with any vulnerability that can lead to remote compromise
added to the list as high risk.

8.3.2 Security Control Testing

Results of security testing activities including wvulnerability scans, penetration tests, and
segmentation validation must be formally documented.

Testing documentation must include:
o testing scope
e testing methodology
e results and identified vulnerabilities
¢ remediation actions taken

e verification testing results

8.3.3 Vulnerability Testing

At least every quarter, the Information Technology Department must test for the presence of
unauthorized wireless access points in all facilities by using a combination of: wireless network scans,
physical/logical inspections of system components and infrastructure, network access control (NAC),
or wireless IDS/IPS. Whichever methods are used, they must be sufficient to detect and identify any
unauthorized wireless devices, including at least the following:

> WLAN cards inserted into system components
» Portable wireless devices connected to system components (for example, by USB, etc.)
> Wireless devices attached to a network port or network device

If automated monitoring is utilized, the configuration must generate alerts to personnel. If at any
point an unauthorized wireless device is suspected, GVSU’s PCI Incident Response Plan and
Procedures (Section 14) must be invoked.

The Information Technology Department is responsible for conducting internal and external network
vulnerability scans at least quarterly and after any significant change in the network. The external
vulnerability scan must be performed by an approved scanning vendor (ASV) qualified by Payment
Card Industry Security Standards Council (PCI SSC). External vulnerability scans conducted after
network changes and all internal vulnerability scans may be performed by qualified internal
personnel.

Internal and external penetration tests at the network and application layer must be performed
annually or after any significant change in the network. The network layer test should include
components which support network functions as well as operating systems. Application layer test
should include, at a minimum, the vulnerabilities listed in the Secure Coding Guidelines (section
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13.3.2). If segmentation is used to isolate the cardholder environment or otherwise reduce scope
penetration testing must include verification of segmentation controls. Penetration testing must
test all segmentation methods to confirm they are operational and effective, and isolate all out-of-
scope systems from systems in the CDE.

The Information Technology Department will coordinate the internal and external penetration tests
utilizing a qualified security company or a qualified internal resource that has expertise in
penetration testing or ethical hacking. If internal personnel are chosen to perform a penetration
test, they must be organizationally separate from the management of the environment being
tested. All noted exploitable vulnerabilities must be corrected and testing repeated. All penetration
tests must be performed following the guidelines published by the PCI Security Standard Council
(https://www.pcisecuritystandards.org).

Networks and systems that fall under payment card system scope must also be monitored by an
intrusion detection/prevention system (IDS/IPS) that alerts personnel of potential compromises and
that is configured, maintained, and updated per vendor instructions to ensure optimal protection.
The IDS/IPS must monitor all traffic at the perimeter of the cardholder data environment as well as
at critical points in the cardholder data environment.

All potential vulnerabilities identified through vulnerability scans and penetration tests will be
documented in a formal report and communicated to appropriate personnel within GVSU for
assessment and remediation. All vulnerabilities ranked High must be corrected utilizing the Change
Control Policy (Section 3). Follow up scans must be performed to confirm compliance with GVSU
security standards.

8.3.4 Risk Assessment

Information Technology must conduct a formal PCI risk assessment at least annually to identify
threats to the cardholder data environment and document mitigation strategies. The Chief
Information Security Officer must coordinate an annual formal risk assessment process that identifies
any existing or new threats and vulnerabilities to ensure GVSU assets are adequately protected. The
risk assessment should be based on an industry standard methodology. The risk assessment must
identify all critical assets, threats, and vulnerabilities, and result in a formal, documented analysis of
risk.

8.3.5 Security Patch Deployment

All security patches, hot-fixes and service packs identified by the Information Technology Department
must be installed on applicable systems within 30 days of vendor release. Patch installation could be
applied to less critical devices and systems within 3 months if approved by the Information
Technology Department and based on a previous risk analysis. All installation of patches must follow
the IT Change Control Policy (Section 3).

8.4 Remote Access

Remote access must utilize appropriate technologies to guarantee that no risk is placed on GVSU PCI
network. The following must be followed:

» Technologies such as SSH, VPN or current TLS version must be used for all administration

> All remote access to the GVSU PCI network involving public networks such as the Internet
must be authenticated via a strong multi-factor authentication scheme
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If there is a need to allow external access to a vendor or contractor, a maintenance
window must be approved and scheduled following these processes:

o Verify that the Management of Connected Entities (Appendix O) has been properly
completed and authorized by management before allowing any access

o In case of uncertainty, contact the manager authorizing the connection to verify the
authenticity of the authorization

o Allow access at the appointed time
o Monitor connection
o Disable access after the allowed time is over

o Monitor system performance after the connection to identify any anomaly
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9 ANTI-VIRUS POLICY

9.1 Policy Applicability

All in-scope systems, such as servers, workstations, and laptops must follow this policy. Exemptions
from this policy will be permitted only if approved in advance and in writing by the Chief Information
Security Officer.

9.2 Software Configuration

All applicable systems must be configured with Information Technology Department approved anti-
virus software. The anti-virus solution must be able to detect, remove, and protect against all known
types of malicious software such as viruses, Trojans, worms, spyware, adware, and rootkits. The
software must be configured to receive automatic updates and log anti-virus events to a central
logging solution. End users must not be able to modify or disable the software.

Anti-virus software must be actively running. If there is a legitimate technical need to temporarily
disable anti-virus for a specific purpose, it must be formally authorized by the Chief Information
Security Officer on a case-by-case base for a limited period. Additional security measures must be
implemented for the period that anti-virus protection is not active.

9.3 Signature Updates

All systems with anti-virus software must be configured to update virus signatures and scan engines
on at least a daily basis.

9.4 Software Logging

Anti-virus software must alert the Information Technology Department in real-time to the detection
of a virus as well as writing an entry to the centralized logging server.

The Information Technology Department will determine what steps to take based on the Incident
Response Plan and Procedures (Section 14).
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10 BACKUP POLICY

10.1 Policy Applicability

All system and application backups, whether performed by employees or by third parties, must follow
this policy. Exemptions from this policy will be permitted only if approved in advance and in writing
by the Chief Information Security Officer.

10.2 Audit

All back-up media must be classified according to the Data Classification Policy (Section 4.2) and assigned a
unique tracking number or similar feature that uniquely identifies the media. All media must be
registered with the Information Technology Department for tracking prior to use.

10.3 Media Destruction

All media that is no longer needed or has reached end-of-life must be destroyed or rendered
unreadable so that no data may be extracted. Information on acceptable destruction techniques is
detailed in the Data Retention and Disposal Policy (Section 5).
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11 ENCRYPTION POLICY

11.1 Policy applicability

This policy documents encryption standards that must be used on all systems in the GVSU PCI
network. Exemptions from this policy will be permitted only if approved in advance and in writing by
the Chief Information Security Officer.

11.2 Encryption Key Management

All encryption keys must be generated, accessed, distributed, and stored in a controlled and secured
manner.

11.2.1 Key Access
Encryption keys must be protected from general access. Only approved custodians should be able to
access the key components.

Access to encryption key components will only be granted to those custodians specifically requiring
access due to job function.

11.2.2 Split Knowledge and Dual Control

If manual clear-text cryptographic key management operations are used, these operations must be
managed using split knowledge and dual control.

11.2.3 Key Generation

Only strong encryption keys are to be used. Creation of encryption keys must be accomplished using
a random or pseudo-random number generation algorithm. Depending on the encryption scheme in
question, the key’s minimum length should be based on current standards.

To prevent unauthorized substitution of keys, physical and logical access to the key generating
procedures and mechanisms must be secured.

11.2.4 Key Distribution

Only custodians authorized by the Information Technology Department are allowed to retrieve and
distribute keys.

11.2.5 Key Rotation

Encryption keys used to protect cardholder data must be rotated periodically in accordance with
Information Technology security standards.

Key rotation must occur:
e Annually rotate keys
¢ When personnel with access to encryption keys leave the organization
e When compromise or suspected compromise of a key occurs

e Encryption keys must be securely destroyed when no longer required.
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11.2.6 Key Storage

All data-encrypting keys must be stored encrypted in a secure location and in the fewest number of
possible locations. Key-encrypting keys must be stored in physically and/or logically separate
locations from data-encrypting keys. Even though there may be applications which need access to
both keys, there must be sufficient access controls in place such that a human user does not have
access to both the key-encrypting key and the encrypted data-encrypting key.

11.2.7 Key Changes and Destruction

An encryption key change is the process of generating a new key, decrypting the current production
data and re-encrypting the confidential data with the new key.

All data-encrypting keys and corresponding key-encrypting keys must be changed regularly or when
circumstances dictate a change to maintain encryption or key integrity.

The Regular Key Rotation period (or crypto period) must be evaluated periodically to determine
that it is still appropriate. This period could be determined by factors such as the strength of the
underlying algorithm, size or length of the key, risk of key compromise, and the sensitivity of the
data being encrypted. If provided by encryption application vendor, GVSU must follow the vendor’s
documented processes or recommendations for periodic changing of keys. The designated key
owner or custodian can also refer to industry best practices on cryptographic algorithms and key
management, for example NIST Special Publication 800-57, for guidance on the appropriate crypto
period for different algorithms and key lengths.

Encryption keys no longer in service are to be disposed of in accordance with the process outlined
in the Data Retention and Disposal Policy (Section 5). If old keys need to be kept (to support
archived, encrypted data, for example) they should be strongly protected and used only for
decryption/verification purposes.

11.2.8 Encryption Key Management Controls

Encryption keys must be protected and managed according to the following requirements:

e Encryption keys must be stored securely and protected from unauthorized disclosure.
e Access to encryption keys must be restricted to designated key custodians.

e Dual control and split knowledge should be used where feasible.

e Keys must be rotated periodically or when compromise is suspected.

e Compromised keys must be revoked immediately.

e Keys must never be stored in plaintext with encrypted data.

11.3 Transmission over Un-trusted Networks
Confidential and sensitive information must be encrypted during transmission over networks.

The encryption technology used must only accept trusted keys and/or certificates, use secure
configuration and not use insecure versions. The encryption strength must be strong and based
on vendor recommendations or industry best practices.
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11.3.1 Email Transmission of Confidential Information

Cardholder data must never be transmitted through email, messaging systems, SMS, or chat
technologies unless an approved secure encryption solution is used and authorized by Information
Technology

Employees must not request or instruct customers to send cardholder data through these channels.

11.3.2 Encryption of Wireless Networks

Wireless networks within the PCI environment must use strong encryption such as WPA2-Enterprise
or WPA3.

Weak encryption protocols including WEP, WPA, or open wireless networks are prohibited within the
cardholder data environment.

11.3.3 Approved Cyprtographic Protocols

All transmission of cardholder data or sensitive authentication data across open or public networks
must use strong cryptography.

Approved protocols include:

e TLS 1.2 or higher

e IPSec VPN tunnels

e Secure SSH protocols where applicable
The following protocols are prohibited for the transmission of cardholder data:
e SSL

e TLS 1.0

eTLS 1.1

e Telnet

o FTP

e HTTP

Systems must be configured to disable insecure protocols and cipher suite

11.4 Disk Encryption

Systems that store or process cardholder data must use full disk encryption or equivalent strong
cryptographic protection.

Encryption technologies must use industry-accepted algorithms such as AES-256 and must follow
approved key management procedures.
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Access to encrypted systems must be restricted to authorized personnel with a business need.
11.5 Approved Cryptographic Standards

Cryptographic implementations used to protect cardholder data must follow industry-accepted
standards.

Acceptable standards include:
e NIST-approved cryptographic algorithms

e FIPS 140-2 or higher validated cryptographic modules where applicable

Encryption strength must align with current industry best practices.
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12 USAGE POLICY FOR CRITICAL TECHNOLOGIES

12.1 Policy Applicability

All users of critical technologies deployed on GVSU PCI networks, whether employees, contractors,
or business partners must follow this policy. Exemptions from this policy will be permitted only if
approved in advance and in writing by the Chief Information Security Officer.

Critical technologies refer to the usage of the following technologies within the GVSU computing
environment. This policy will be modified in the future to include any new critical technologies.
» Remote access technologies (VPN, or dial-in modem access)
Wireless technologies
Removable electronic media (backup tapes, USB drives, external hard drives)
Laptops
Smartphones and Tablets
Personal data/digital assistants (PDAs)/Smartphones

E-mail usage

vV V VYV V VYV V

Internet usage

12.2 Approval

The Information Technology Department must explicitly approve any use or deployment of critical
technologies by job function, role or on an individual basis. These approvals must be documented on
the user’s Authorization Request (Appendix G).

12.3 Authentication

User authentication mechanisms, where possible, must be integrated into the current GVSU
authentication systems. Under no circumstances may the user authentication requirements be less
strict than currently defined in User Authentication (Section 4.4).

All remote access to the GVSU network using these technologies must be authenticated via a strong
multi-factor authentication scheme approved by the Information Technology Department. See
Remote Access (Section 8.4) for more details.

12.4 Device Inventory

All approved critical devices must be noted on the Critical Device Inventory (Appendix K) by the
Information Technology Department. Critical devices include, but are not limited to computers,
laptops, tablets, smartphones, modems, wireless access points, and removable electronic media. All
approved users of these technologies must be noted on the Critical Device User List (Appendix L).

12.5 Device Ildentification

All approved critical devices must be labeled with the device owner, contact information, and device
purpose.
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12.6 Acceptable Use

Acceptable use of GVSU critical technologies is subject to the same guidelines and restrictions put
forth in the Security Awareness and Acceptable Use Policies (Appendix A).

12.7 Permitted Locations
GVSU does not support any wireless Devices or Access Points in the PCI Environment.

12.8 Approved Products

Only Information Technology Department approved devices may be deployed into the GVSU PCI
network. The use of these devices must be logged according to the Critical Device Inventory
(Appendix K) and Critical Device User List (Appendix L). Written agreements with service providers
must clearly define responsibility for PCI DSS controls. vService providers must provide written
evidence of PCI compliance annually (such as an Attestation of Compliance).

12.9 Session Disconnect

All remote-access technologies must be configured to automatically disconnect sessions after 60
minutes of inactivity.

12.10 Vendor Connections

All remote-access technologies and associated accounts used by vendor and business partners must
be activated only when needed, with immediate deactivation after use. Activating these remote-
access paths and accounts requires approval from the Information Technology Department. Vendor
maintenance accounts must follow the Remote Access Policy (Section 8.4).

12.11 Cardholder Data Access

If cardholder data is available through remote-access technologies, special precautions must be
taken. Copying, moving, or storing cardholder data onto local hard drives and removable electronic
media is prohibited. Personnel with a valid business need to see cardholder data must be authorized
by the Information Technology Department and the data must be protected accordingly. The remote
system accessing cardholder data must comply with all GVSU security policies.

12.12 Approved Products

Only Information Technology Department approved devices may be deployed into the GVSU PCI
network. The use of these devices must be logged according to the Critical Device Inventory
(Appendix K) and Critical Device User List (Appendix L).

Page 35 of 70



13 SOFTWARE DEVELOPMENT POLICY

13.1 Policy Applicability

All development efforts of software designed to run on GVSU PCI computing systems, whether
managed by employees or by third parties, must follow this policy. Exemptions from this policy will
be permitted only if approved in advance and in writing by the Chief Information Security Officer.

13.2 Development Environment

A test/development environment, separate from the production environment, must be used to test
all new software. If the network has network connectivity with the production GVSU network, access
controls must be in place to enforce the separation.

Production data (real credit card numbers) will not be used for testing and development purposes.
Test and development personnel must only use mock data (available from banks and card
associations) on non-production systems and software.

All test data and test accounts must be removed before a system or application goes into production.
Similarly, all custom application accounts, user IDs and passwords must be removed before an
application goes into production or is released to end users.

13.3 Secure Software Development Procedures

13.3.1 Development Lifecycle

The software development life cycle at GVSU follows the industry recognized waterfall model for its
software development life cycle.

Compliance with mandatory governmental and industry regulations (such as PCI-DSS) must be
taken into consideration when developing new software applications. Security checks and control
measures must be considered throughout the development lifecycle.

The high-level overview of the security measures taking place within each phase of the GVSU
development life cycle are as follows:

> Requirements Analysis - developers should determine whether application
requirements are inherently insecure.

> Design - application components must be planned in a manner consistent with data and
network security.

> Development - developers must consider all application vulnerabilities (i.e.: memory
bound issues, privilege and access bypass, etc.).

» Code Review - verify that code was developed according to the secure coding guidelines
defined in this policy. A second developer, other than the originating code author, must
conduct code reviews of all new and changed software, specifically to identify security
issues. The reviewer must be knowledgeable in code review and secure coding. All
corrections must be implemented, and the code review results must be reviewed and
approved by management prior to release. For all custom applications, code reviews must
ensure that code is developed according to the Secure Coding Guidelines (Section 13.3.2).

> QA Implementation - implementation must not compromise security controls already in
place or introduce new vulnerabilities.
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> QA Testing - in addition to functional and efficiency testing, all security features of the
application must be tested.

> Documentation - all application feature and implementation documentation must include
direction on proper security configurations.

> Production Implementation - implementation must not compromise security controls
already in place or introduce new vulnerabilities.

> Production Testing - in addition to functional and efficiency testing, all security features
of the application must be tested.

> Maintenance - all future application maintenance should not compromise security
controls already in place or introduce new vulnerabilities. Any new code must be reviewed
and tested as detailed above.

13.3.2 Secure Coding Guidelines

All GVSU developers will receive training on secure coding practices. Internal and 3™ party
development of proprietary software must utilize industry recognized security coding techniques to
prevent common vulnerabilities. The following sources must be used:

» OWASP Guide (www.owasp.org)
» SANS CWE Top 25 (www.sans.org)
» CERT Secure Coding (www.securecoding.cert.org)

The following vulnerabilities must be considered during the Code Review and Testing phases for all
applications:

> Injection flaws, particularly SQL injection

» Buffer overflow
Insecure cryptographic storage

Insecure communications

YV V V

Improper error handling
> All High vulnerabilities as identified in Vulnerability Identification (Section 8.3.1)

The following vulnerabilities must be considered during the Code Review and Testing phases for all
internal and external Web Applications

» Cross-site scripting (XSS)

» Improper Access Control, such as insecure direct object references, failure to restrict URL
access, and directory traversal

» Cross-site request forgery (CSRF)
Annually, and whenever significant modifications have taken place, all web-based applications will

be put through an application-specific penetration test as described in Vulnerability Testing (Section
8.3.2).

To protect all public-facing web applications against known web-based attacks, at least one of the
following methods must be used:

» At least annually or after any significant change, have all custom code for public-facing
web applications reviewed by an organization (internal or external) that specializes in
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application security, and that is organizationally separate from the management of the
application being reviewed. The application must be re-evaluated after the vulnerabilities
are corrected. Manual or automated vulnerability security assessment tools or methods
can be used.

» Utilize a web-application firewall in front of the public-facing web applications to detect,
prevent web-based attacks, or generate an alert that is immediately investigated.

13.3.3 Cardholder Data Processing Applications

All GVSU proprietary or custom applications dealing with the processing or retrieval of cardholder
data must be designed in a manner which masks or truncates the displayed credit card number. If
cardholder data is to be masked only the first 6 and last 4 digits may remain displayed as per the
System Configuration Policy (Section 8.2.9). If the application is designed for a specific purpose in
which the full credit card number must be displayed, approval must be given by the Information
Technology Department during the Requirements Analysis Phase as described in the Software
Development Policy (Section 13.3.1). In all cases the application must limit the display of the full
PAN to the fewest number of users possible.
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14 INCIDENT RESPONSE PLAN AND PROCEDURES

14.1 Policy Applicability

All incident detections and responses must follow this policy. Exemptions from this policy will be
permitted only if approved in advance and in writing by the Chief Information Security Officer.

14.2 Incident Identification

Employees must be aware of their responsibilities in detecting security incidents to facilitate the
incident response plan and procedures. All employees have the responsibility to assist in the incident
response procedures within their areas of responsibility.

All employees, regardless of job responsibilities, should be aware of the potential incident identifiers
and who to notify in these situations. In all cases, every employee should report incidents per the
instructions under Reporting and Incident Declaration Procedures (Section 14.3), unless they are
assigned other activities within the incident response plan.

14.3 Reporting and Incident Declaration Procedures

The Information Technology Department should be notified immediately of any suspected or real
security incidents involving GVSU PCI computing assets. If it is unclear as to whether a situation
should be considered a security incident, the Information Technology Department should be
contacted to evaluate the situation. The PCI Incident Response Plan must include contact information
for the Information Security team, Business & Finance leadership, the acquiring bank, and applicable
payment card brands.

With the exception of steps outlined below, it is imperative that any investigative or corrective action
be taken only by or under the oversight of the Information Technology Department personnel to
assure the integrity of the incident investigation and recovery process. When faced with a potential
situation you should do the following:

> Preserve the evidence. If the incident involves a compromised computer system, do not
alter the state of the computer system. The following must be done:

o Do not shutdown the computer or restart the computer

o Immediately disconnect the computer from the network by removing the network
cable from the back of the computer

o The computer system should remain on and all currently running computer programs
left as is

> Report the security incident.

o Contact the Information Technology Department to report any suspected or actual
incidents

o No one should communicate with anyone outside of their supervisor(s) or the
Information Technology Department about any details or generalities surrounding any
suspected or actual incident

o Document any information you know while waiting for the Information Technology
Department to respond to the incident

> Notification Process
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o Once the Information Technology department is notified and an incident is confirmed,
the Chief Information Security Officer should be immediately notified to begin the PCI
Incident Response process

o Chief Information Security Officer will notify appropriate University staff to
engage in incident response

14.4 Incident Severity Classification
The Information Technology Department will first attempt to determine if the security incident
justifies a formal incident response.

In cases where a security incident does not require an incident response the situation will be
forwarded to the appropriate area of IT to ensure that all technology support services required are
rendered.

The following descriptions should be used to determine what response the Information Technology
Department will take.
> Level 1 - One instance of potentially unfriendly activity

> Level 2 - One instance of a clear attempt to obtain unauthorized information or access or
a second Level 1 attack

> Level 3 - Serious attempt or actual breach of security or a second Level 2 attack.

Any Level 1 type incident occurring against systems storing confidential or sensitive data or
originating from unauthorized internal systems is classified as a Level 2.

14.5 Incident Response

14.5.1 Typical Response

Responses can include or proceed through the following stages: identification, severity classification,
containment, eradication, recovery and root cause analysis resulting in improvement of security
controls. The following actions should be taken by the Information Technology Department once an
incident has been identified and classified.

14.5.1.1 Level 1

Contain and Monitor
» If possible, record the user, IP address and domain of intruder

» Utilize approved technology controls to temporarily or permanently block the intruder’s
access

» Maintain vigilance for future break-in attempts from this user or IP address
14.5.1.2 Level 2

Contain, Monitor and Warn

> Collect and protect information associated with the intrusion
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Utilize approved technology controls to temporarily or permanently block the intruder’s
access

Research the origin of the connection

Contact the Internet Service Provider (ISP) and ask for more information regarding the
attempt and intruder

Research potential risks related to intrusion method attempted and re-evaluate for higher
classification and incident containment, eradication, and recovery as described for Level 3
incident classifications

14.5.1.3 Level 3

Contain, Eradicate, Recover and perform Root Cause Analysis

>

Y

YV V VYV V

If the incident involved cardholder data systems, the Acquirer and applicable card
associations must be notified. See the Credit Card Compromise — Special Response
(Section 14.5.2) for more details

Contain the intrusion and decide what action to take
Collect and protect information associated with the intrusion via offline methods

Notify management of the situation and maintain notification of progress at each following
step

Eliminate the intruder's means of access and any related vulnerabilities
Research the origin of the connection
Contact the ISP and ask for more information

Research and remediate the intrusion method

14.5.2 Credit Card Compromise - Special Response

For any incidents involving potential compromises of cardholder data, the Information Technology
Department will use the following procedure:

>
>

Contain and limit the exposure

Conduct a thorough investigation of the suspected or confirmed loss or theft of account
information within twenty-four (24) hours of the compromise

o Log all actions taken

o Utilize chain of custody techniques during all transfers of equipment and information
related to the incident

o Do not access or alter compromised systems
o Do not turn off the compromised machine

o Preserve evidence for a forensic investigation and use the Critical Systems Restore
Strategy (Section 14.8) to reestablish critical business functions

o Preserve logs and electronic evidence
Alert all necessary parties:

o Internal or External Incident Response Teams
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o Merchant bank
o Local FBI Office

» Follow appropriate procedures for each card association which GVSU utilizes for credit card
services.

o Visa. Provide the compromised Visa accounts to Visa Fraud Control Group within ten
(10) business days. For assistance, contact 1-(650)-432-2978. Account numbers must
be securely sent to Visa as instructed by the Visa Fraud Control Group. It is critical
that all potentially compromised accounts are provided. Visa will distribute the
compromised Visa account numbers to issuers and ensure the confidentiality of entity
and non-public information. See Visa’s "What to do if compromised” documentation
for additional activities that must be performed:

http://usa.visa.com/download/merchants/cisp what to do if compromised.pdf

o MasterCard. Contact your relationship manager or call the support line at 1-(636)-
722-4100 for further guidance

o American Express. Contact your relationship manager or call the support line at 1-
(800)-528-5200 for further guidance

o Discover Card. Contact your relationship manager or call the support line at 1-(800)-
347-3083 for further guidance

» Perform an analysis of legal requirements for reporting compromises in every state where
clients were affected. The following source of information must be used:
http://www.ncsl.org/research/telecommunications-and-information-technology/security-
breach-notification-laws.aspx

14.5.3 Root Cause Analysis and Lessons Learned

Not more than one week following the incident, members of the Information Technology Department
and all affected parties will meet to review the results of the investigation conducted under step 1,
section 14.5.2 of this document to determine the root cause of the compromise and evaluate the
effectiveness of the Incident Response Plan. Review other security controls to determine their
appropriateness for the current risks. Any identified areas in which the plan, policy or security control
can be made more effective or efficient, must be updated accordingly. Upon conclusion of the
investigation, systems will be restored to their non-compromised state in accordance with the System
Configuration Policy (Section 8).

14.6 Plan Testing and Training

At least once a year, a mock-incident will be initiated to facilitate testing of the current plan. The
exact incident to be tested will be at the discretion of the Information Technology Department. Once
complete, a follow-up session, as detailed above in section 14.5.3, will be held.

14.7 Automated Security System Notifications

All automated intrusion detection systems within the GVSU PCI environment, including intrusion
detection sensors and file integrity checking systems, will be configured to automatically notify the
Information Technology Department of any potential compromises or attacks.

A member of the Information Technology Department must be available on a 24/7 basis to initiate
the incident response plan if warranted.
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14.8 Critical Systems Restore Strategy

In case of an incident where critical systems used to perform normal operations are made unavailable
due to an attack or a forensic investigation, the IT Department must guarantee that critical business
functions continue with minimal impact until all systems are restored to normal operations.
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15 EMPLOYEE IDENTIFICATION POLICY

15.1 Policy Applicability

All employees and visitors must follow this policy. Exemptions from this policy will be permitted only
if approved in advance and in writing by the Chief Information Security Officer.

15.2 Employee Requirements

Employees and visitors to GVSU facilities must always possess a GVSU ID badge. It is every
employee’s responsibility to keep watch for unknown persons.

15.3 Facilities

The University must locate the badge creation system in a physically secure environment and access
must be restricted to authorized personnel.

The datacenter and any other restricted areas must have a Visitor Log (Appendix M) in place. All

visitors must sign the form, including: their name, firm represented, and the employee authorizing
physical access. This log must be retained for at least 3 months.

15.4 Badge Assignment Procedure

15.4.1 New Badges

GVSU issues new employees’ badges as part of the onboarding process following HR procedures.

15.4.2 Visitor Badges

An access badge with the minimum assigned access privileges may be provided to visitors by the
University for use on a limited basis.

The University will request the ID badge from the visitor at the end of the visit.

15.4.3 Changing Access
All requests for a change in access level must be made via standard operating procedures.

15.4.4 Revoking Badges

Upon being notified of an employee termination the University will immediately disable all badge
accesses for the terminated employee.

The HR Department is responsible for collecting the badge from the terminated user.
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16 SECURITY EVENT LOG MANAGEMENT

16.1 Policy Applicability

All users, administrators, applications, and systems fall under this policy. Exemptions from this policy
will be permitted only if approved in advance and in writing by the CISO. Systems within the
Cardholder Data Environment (CDE) must generate security logs that record authentication events,
administrative activity, and security events. Logs must be centrally collected, reviewed daily by
Information Technology, and retained for at least 12 months with a minimum of three months
immediately available for analysis.

16.2 Event Log Requirements
The centralized logging platform (Splunk) must support correlation of events, alert generation, and
security investigation.
GVSU event log requirements include:

e Security logs must be protected from unauthorized modification or deletion.

e Access to log data must be restricted to authorized personnel responsible for security
monitoring and system administration.

e Log integrity controls such as write-once storage, file integrity monitoring, or cryptographic
hashing must be used to ensure logs cannot be altered without detection.

16.3 Events Logged

Automated audit trails must be implemented for all system components to reconstruct the following
events:

All user access to cardholder data

All administrative actions utilizing user IDs with significant privileges above a general user
Access to audit log files

Any user or administrator authentication attempts

Identification and authentication mechanism used

Initialization of audit log files

YV V V V VYV V

Creation or deletion of system-level objects

16.4 Event Log Structure
All system access event logs must contain at least the following information.
» User Identification
Type of event
Date and time of event
Result of the event

Source of the event

YV V V V

The affected data, system component, or resource
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16.5 Log Security

All event logs must be collected in a centralized location or media that is protected from unauthorized
access and difficult to alter via access control mechanisms, physical segregation, and/or network
segregation. The viewing of such logs is to occur on a need only basis.

16.6 Log Review

Security event logs must be reviewed at least daily to identify anomalies or suspicious activity.
Reviews must include:

All security events
Logs of all in-scope system components that store, process, or transmit CHD and/or SAD
Logs including, but not limited to all critical system components
Logs of all servers and system components that perform security functions

o All system components which store, process or transmit cardholder data

o All servers and system components which perform security functions
Security events identified during daily log review must be investigated promptly by
Information Technology.
Events indicating potential compromise of payment systems must be escalated according to
the PCI Security Incident Response Plan.

Escalation procedures must include:

documentation of the event

investigation of the affected systems

containment of potential security incidents

notification of appropriate university leadership and Business & Finance

All exceptions and anomalies identified during the review process, must be followed up on within the
day and reported to the CISO.

16.7 Log Retention

Audit trail history security event logs must be retained for at least one year, with a minimum of three
months immediately available for analysis.
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17 PAYMENT TERMINAL MANAGEMENT POLICY

17.1 Policy Applicability

All payment terminals or devices used to capture payment card data via direct physical interaction,
including devices kept in reserve, are subject to this policy.

17.2 Inventory

GVSU will maintain an up-to-date list of payment terminals, to include, at a minimum, the following
information:

e Make, model of device
e Location (address of the site or facility where the device is located)
e Device serial number or other method of unique identification

17.3 Physical Security

All devices that capture payment card data via direct physical interaction must be protected from
tampering and substitution. Procedures include:

Periodically inspect payment card devices for signs of tampering
Periodically inspect payment card devices to ensure unauthorized substitutions have not

occurred
e Ensure personnel are trained to be aware of suspicious behavior and detect attempted

tampering or substitution of devices.
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18 THIRD-PARTIES AND THIRD-PARTY AGREEMENTS

18.1 Policy Applicability

This policy applies to all third parties which provide services to GVSU. Exemptions from this policy
will be permitted only if approved in advance and in writing by the Chief Information Security Officer.

18.2 Third-Party Service Providers

Information Technology and Business & Finance must maintain a list of all third-party service
providers that store, process, transmit, or could impact the security of cardholder data.

Service providers must provide evidence of PCI DSS compliance annually, such as an Attestation of
Compliance (AOC) or equivalent documentation.

Service provider compliance documentation must be reviewed annually and maintained for audit
purposes.

Written agreements with service providers must clearly define responsibility for PCI DSS security
controls.

For each third-party service provider, GVSU must maintain documentation identifying which PCI
DSS controls are managed by the service provider and which controls remain the responsibility of
the University.

For all third parties with whom cardholder data is shared or that could affect the security of the
cardholder data environment the following is required:

> A list of all the third parties with whom cardholder data is shared or could affect the
security of the cardholder data environment must be documented in the List of Third
Parties (Appendix R)

> Before engaging any third parties, proper due diligence must be performed to ensure that
the engagement does not negatively impact GVSU’s PCI DSS compliance
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APPENDIX A - SECURITY AWARENESS AND ACCEPTABLE USE
POLICIES

Refer to GVSU policies at www.gvsu.edu/policies.
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APPENDIX B - SYSTEM CONFIGURATION STANDARDS

Applicability

This appendix includes hardening and installation procedures for all off-the-shelf operating systems
and applications used at GVSU. All installations of these operating systems and applications must
adhere to these requirements.

B.1 Windows Systems

B1.1 Windows Installation

The following general install procedures will be followed for all GVSU Microsoft Windows-based
system deployments:

1. Install operating system

Update all operating system software per vendor recommendations
Configure operating system parameters according to build document
Install system specific applications per requirements

Update all application software per vendor recommendations
Configure application parameters according to build document

Complete system specific System Configuration Record (Appendix H)

@ N U bk WD

A detailed functional description must be documented

B.2 UNIX Systems

B.2.3 Linux
System administrators should harden systems per industry standards.

B.3 Network Devices

B.3.1 Network Device Installation -

The following general install procedures will be followed for all GVSU PCI network device
deployments:

Update all operating system or firmware software per vendor recommendations
Configure device parameters according to vendor recommendation

Disable unencrypted management interfaces

s bhPRE

Complete system specific System Configuration Record (Appendix H)
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B.4 Server Applications

B.4.1 Application Installation

The following general install procedures will be followed for all GVSU server application
deployments:

Install necessary software
Update application software per vendor recommendations

Configure application parameters according to vendor recommendations

i .

Update system specific System Configuration Record (Appendix H)
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APPENDIX C - CHANGE REQUEST

Any change request for the GVSU PCI environment must be done via the University’s current ticketing
system for the PCI Committee.

The PCI committee is responsible for evaluating proposed changes, assessing their potential impact
on IT systems and services, and recommending approving, rejecting, or deferring changes. This
evaluation process helps minimize disruptions to the University Community and maintain the integrity
of our IT environment.
Major changes that need to be preauthorized:

e A new vendor/third-party service provider

¢ New networking infrastructure including servers

e Major software version upgrades
Changes that do not require pre-authorization

e Password changes

e Adding a new MID to an existing vendor

¢ Common networking infrastructure updates such as a firewall rule, or a port being changed

NOTE: Once made all changes should be logged in the PCI Change Log group in Outlook.
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APPENDIX D - MEDIA INVENTORY LOG

GVSU prohibits cardholder data from being stored on any media device.
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APPENDIX E - BACKUP MEDIA TRANSFER LOG
Physical transportation of media is forbidden at GVSU.
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APENDIX F - PERMITTED NETWORK SERVICES AND PROTOCOLS

All services, protocols, and ports allowed are identified, approved, and have a defined business need.
These are documented within the PCI firewall.
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APPENDIX G - AUTHORIZATION REQUEST

GVSU requires each department to approve and manage account access.
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APPENDIX H - SYSTEM CONFIGURATION RECORD

Configuration Changes are tracked in the PCI Change Log Outlook Group.
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APPENDIX | - ENCRYPTION KEY CUSTODIANSHIP FORM

Although GVSU does not store cardholder data, encryption may be used within systems

supporting payment processing. When encryption is used, key management procedures
outlined in Section 11 must be followed.
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APPENDIX J - ENCRYPTION KEY MANAGEMENT LOG

GVSU does not store cardholder data and does not use shared encryption keys.
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APPENDIX K - CRITICAL DEVICE INVENTORY

Refer to below locations for Device Inventory:

https://gvsu365.sharepoint.com/:x:/s/GVSU-PCI/EUMMtAPNTQ1Em8Pb911L_igByzZI4G6Wpy-
IzDIkvCepP6g
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APPENDIX L - CRITICAL DEVICE USER LIST

Refer to below locations for Device User List:

https://gvsu365.sharepoint.com/:x:/s/GVSU-PCI/EUMMtAPNTQ1Em8Pb911L_igByzZI4G6Wpy-
IzDIkvCepP6g
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APPENDIX M - VISITOR LOG

GVSU restricts the PCI server environment to two card access racks with logging.

Sample log format:

Access Authorized by Time
(Employee’s Name) Out

Date Time In Visitor’'s Name Visitor’'s Company
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APPENDIX N - PERIODIC OPERATIONAL SECURITY PROCEDURES

. Bi- Target
Daily Monthly  Quarterly Annually .
Annually Window
Security Policy
Verify the scope of the PCI Environment IT Security Q1
Enterprise Risk Analysis CISO Q1
Policy/standards review CISO Q1
Security awareness orientation IT Security Q1
Organizational Security
Review security policy exceptions compliance CISO Q1
Verify PCI DSS compliance status of third parties CISO Q1
Test Incident Response Plan IT Division Q2
Asset Classification and Control
Review system access controls Enterprise
Architecture il el €2
Review access request approvals & audit trail CISO Q1and Q3
Audit disposal of data and media IT Security Jan/Apr/Jul/
Oct
Personnel Security
Audit terminated employee samples for system, . Jan/Apr/Jul/
o IT Security
network, application access Oct
Incident response team meeting IT Security Q1
Physical and Environmental Security
Visit offsite storage facility and perform media inventory N/A N/A
Review compliance of Data Center access & visitor logs Enterprise Jan/Apr/Jul/
Architecture Oct
System Security
File Integrity Scan IT . M-F
Security
Review intrusion detection logs IT
. M-F
Security
Review all other security and event logs IT
. M-F
Security
External vulnerability scan 3" party per Jan/Apr/Jul/
IT Security Oct
Internal vulnerability scan IT Security Jan-Dec
Use a Wireless Analyzer to detect unauthorized wireless Enterprise Jan/Apr/Jul/
devices in use Architecture Oct
Firewall rule set review Enterprise
Architecture ilkehele
External penetration testing 3 party per IT al
Security
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Internal penetration testing

3 party per IT

Security il
Data encryption key rotation N/A N/A
Review of outside vulnerability sources IT Security M-F
Handheld Terminal review Merchants M-F
Handheld Terminal review Supervisors Jan-Dec
Handheld Terminal review Business & Jan/Apr/Jul/
Finance Oct
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APPENDIX O - MANAGEMENT OF CONNECTED ENTITIES

GVSU does not allow connected entities to the PCI environment
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APPENDIX P - PCI ENVIRONMENT DESCRIPTION

This section defines the scope of the Payment Card Industry Data Security Standards (PCI DSS)
within GVSU network environment. All the policies and procedures within this document must be
followed within the cardholder environment to maintain compliance with the PCI DSS.

P.1 Description of Cardholder Environment

Cardholder data is entered into GVSU’s network environment via the following channels: card
present, e-commerce, call center, Mail Order/Telephone Order (MOTO), fax, and Point of Sales (POS).
No cardholder data is stored on GVSU computers, servers, or systems. All third-party vendors are
reviewed for PCI compliance.

P.2 List of Critical Hardware and Software

Stored at: https://gvsu365.sharepoint.com/:x:/s/GVSU-
PCI/EUmMtAPNTQ1Em8Pb911L_igByZI4G6Wpy-1zDIkvCepP6g

P.3 Cardholder Environment Network Diagram

Stored at:
\\office.ads.gvsu.edu\dfs\Tech-Support-Data\IT-DIRECTOR-PCI\PCI Cardholder Data Flow Diagrams
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APPENDIX Q - ROLE BASED ACCESS CONTROL

Access control is described by documented job function.
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APPENDIX R - LIST OF THIRD PARTIES

Refer to \\office.ads.gvsu.edu\dfs\Tech-Support-Data\IT-DIRECTOR-PCI\Inventory\GVSU PCI
Application List.xIsx
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APPENDIX S - CAPTURE DEVICE INVENTORY LOG

Refer to https://gvsu365.sharepoint.com/:x:/s/GVSU-
PCI/EUmMtAPNTQ1Em8Pb911L_igByZI4G6Wpy-1zDIkvCepP6g
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APPENDIX T - AUTHORIZED WIRELESS DEVICE INVENTORY LOG

GVSU prohibits wireless device use in the PCI network for processing cardholder data.
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