Onbase 14 Web Client — Information and Settings

Active-X:
The OnBase Web client will need to install active-x drivers upon first use. This can be done one of three ways:
1. You can go to this url and select “Begin Installation at the bottom” (Step 4).

http://www.onbase.gvsu.edu/appnet/clientsetup.aspx

E http:/fwww.onbase. gvsu.edu/appnet/clientsetup.aspx {§}

ECIientSetup X
File Edit View Favorites Tools Help
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This page will install the required ActiveX controls

Step 1: The downloads will begin after yvou click the Begin Installation button, but you may be
prompted by 2 toolbar or a message box to aflow the download to occcur. The files that will be
downloaded are ActiveX files that are need#d for proper functionality.

Step 2a: If you see a yellow bar at the top of thefcoreen click on it and select Install. After the page
refrasheas, please click on Begin Installétion again to continue the installation process.

Step 2b: If you see a message box click Inztall.

Internet Explorer - Security Warning

Do you want to install tHis software?
ﬁ Mame: Avland_File3ve_control
ishgf: Hyland Software Inc.

w

Don't Install |

‘zg while Files From the Internet can be useful, this file type can pni:entially harm
wour computer, Only inskall software From publishers you trust, What's the risk?

Step 3: Becausa multiple files will be downloaded, you may be prompted several times. You will nead
ta click install 2ach timea.

Nick Begin Installation to begin downloading the files.

Step 4:

Begin Installation

100% -

Once installation is complete select “Continue to Login” (Step 6).
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Do you want to install this software?

ﬁ Mame: Hyland_File3ve_control i
Publisher: Hyland Software Inc.

il Mare gptians Con't Install |

while Files From the Internet can be useful, this file type can pni:entially harm

wour computer. Only install sofbware from publishers you trust, What's the risk?

Step 3: Because multiple files will be downloaded, you may be promptad several times. You will
nead to click install each time.
Step 4: Click Begin Installation to begin downloading the files.
Step 5: Wait for all files to be installed before navigating away from this page:
OBXFileSve.cab File Sarvice ActiveX Control Installed
DBXPopup.cab Popup ActiveX Control Installed
OBXWebPrint.cab Print ActiveX Control Installed 3
0BXWebScan.cab Document Scan Activex Control Installed

DBXWebSelact.cab Document Select ActiveX Control  Installed
OBXWebViewer.cab Document Viewer ActivaeX Control  Installed

oBxXwWebWaorkflow.cab  Workflow ActiveX Control Installed

Step 6: The ActiveX controls have been successfully installed. Click Continue to Login below to
return to the login page.

Continue to Login

H100% v

2. Run the active-x installer from the office-dfs/software network location.

Click this link to go to the correct folder:
\\office\dfs\GVSU-Software\ONBASE-ACTIVEX\OnBasel4WebActiveXInstall\

Double click the Hyland Web ActiveX Controls file and then select run.

3. Go to Internet Explorer and choose
Tools — Internet Options — Security- Custom level

Make sure the following settings match these screen prints.
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file://office/dfs/GVSU-Software/ONBASE-ACTIVEX/OnBase14WebActiveXInstall/

Security Settings - Internet Zone

A A —————
5¢ W Security Settings - Internet

Zone
e ee— —

Settings

#| ActiveX controls and plug-ins

¢ Allow previously unused ActiveX controls to run without pron
() Disable
@ Enable

¢ Allow Scriptlets
() Disable
() Enable
@ Frompt

¥ Automatic prompting for ActiveX controls
() Disable
@ Enable

¢ Binary and script behaviors
() Administrator approved

(*) Disable
@) Enable

¢ Display video and animation on a webpage that does not use

@) Disable

rs

[l

v

1n |

Settings

a

¢ Display video and animation on a webpage that does not use »

(@) pisable
(7) Enable
\¢| Download signed ActiveX controls
() pisable
(7) Enable (not secure)
(@) Prompt (recommended)
\¢| Download unsigned ActiveX controls
(@) Disable (recommended)
(7) Enable (not secure)
O Prompt
¢ Initialize and script ActiveX controls not marked as safe for <
(@) Disable (recommended)
(7) Enable (not secure)
O Prompt
\¢| Only allow approved domains to use ActiveX without prompt

() pisable

m

-

111

| Security Settings - Internet Zone

Settings

A ee— m—

() pisable
@ Enable

|#| Run ActiveX controls and plug-ins
() Administrator approved

() pisable
@ Enable
O Prompt
|#| Script ActiveX controls marked safe for scripting™
() pisable
@ Enable

O Prompt
&% Downloads

&* Automatic prompting for file downloads

() Disable
(@) Enable

& File download

< | 1 |

|#| Only allow approved domains to use ActiveX without prompt

m

Click Apply and then Ok. Log into Onbase and the activex controls should install.
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Supported Browsers:

The Onbase 14 Web Client supports Internet Explorer 9,10,11
Click to install IE 9 \office\dfs\GVSU-Software\ONBASE-ACTIVEX\IE9

This should bring you to the location where you can double click on the file name IE9-Windows7-x86-enu.exe. This

will ask you to run or cancel. Click the Run button. Follow the rest of the instructions to complete the installation.

MAC'’s require a windows partition software (VMWARE) installed on their machine. Make sure that the Internet

Explorer is updated to version 9,10,or 11.

Recommended IE 9 settings:
1. Under IE - Tools - Internet Options = Security[tab] = Trusted Sites
Select Sites button

ADD *.gvsu.edu to the trusted sites (will have to uncheck “Require server certification...”)

- ™
e =

You can add and remove websites from this zone. All websites in
B this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

* gvsu.edu Remaowve
https: {*.qvsu.edu

https: /fapps. facebook. com
https: /fcommand. onlinebank. com

[ |Require server verification {https:) for all sites in this zone:

Close

E—— -

2. Under IE - Tools - Internet Options = Privacy[tab]

Select Settings next to the Pop-up Blocker

ADD *.gvsu.edu to the allowed sites.
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| General I Security | Privacy |Conhent I Connections I Programs I J!\dvanoed|

|

Settings
Select a setting for the Internet zone.
""""""""""" Medium

- Blodks third-party cookies that do not have a compact
privacy palicy

- Blocks third-party cookies that save information that can
(- be used to contact you without your explicit consent

- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

[ Sites ] [ Impart ][ Advanced ] Default

Location

| MNever allow websites to request your
physical location

Pop-up Blocker
Turn on Pop-up Blodker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

ok || cancel Apply

Required settings for IE10 or IE11

1.

Options —Security tab — Trusted Sites — Sites

| | General.l Security ‘ Privacy | Content | Connections | Programs | Advanoed‘ I

Select a zone to view or changem

Local intranet

% This zone is for all websites that are
found on your intranet.

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

|| Enable Protected Mode (requires restarting Tnternet Explorer)

[ Custom level... H Default level I

[ Reset all zones to default level l
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Exceptions
Pop-ups are cumently blocked. You can allow pop-ups from speciic
2 | webstes by adding the site to the list below.
Address of website to allow: I
I Add
Allowed sites:
*gvsu.edu Remave

* onlinebank.com
onlinebanking hurtington.com

Remove all...

Notffications and blocking level:
Play a sound when a pop-up is blocked.
Show Notffication bar when a pop-up is blocked.

Blocking level:
[Medium: Block most automatic pop-ups vl

Leam more about Pop-up Blocker Close

Remove www.onbase.gvsu.edu from the list that is found under the trusted sites — click on Internet


http://www.onbase.gvsu.edu/

2. Add www.onbase.gvsu.edu to the local Intranet site — Click on Local Intranet — Click on sites

General | Security | Frivacy | Content | Connecti.onsl Programs | Advanced.| N

Select a zone to view or change security settings.

Internet @ Trusted sites Restricted sites

Local intranet

% This zone is for all websites that are
found on your intranet.

Security level for this zone

Custom

Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[ ]Enable Protected Made (requires restarting Internet Explorer)

lgustom level... H Default level I

l Reset all zones to default level ]

[ OK H Cancel ] Apply

Next click the Advanced button

P |
Local intranet & e e - u

_ P

~ Use the settings below to define which websites are included in
the local intranet zone.

[#] Automatically detect intranet network
Include all local (intranet) sites not listed in other zones
Include all sites that bypass the proxy server

Include all netw s (UNCs)

Page | 6


http://www.onbase.gvsu.edu/

Type www.onbase.gvsu.edu into the box under Add this website to the zone. Make sure the box labeled

Require server verification (https:) for all sites in this zone is not checked. Click the Add button

Local intranet - — ﬁ

% You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

n ey - TN
O OIS WEDSIE o Tme Z0TTE

Websites:

http://onbase-test-web £ Remaove
http://sharepoint.gvsu.edu
http://wwnw.onbase.gvsu.edu =
https://sharepoint.gvsu.edu

—

@equire server verification (https:) for all sites in this zone

Close

e —

Other Items in Internet Explorer:

1. Disable any third-party pop-up blockers (Google Toolbar, Yahoo Toolbar, etc). Actually, best to remove all extra
toolbars.

2. When sign on OnBase Web Client, if prompted with following message, select: Don’t show this message again.

Protected mode is turned off for the Internet zone, Don't show this message again Turn on Protected mode
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