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SPACE ASSIGNMENT POLICY
SLT 3.15

Date of Last Update:
July 16, 2012

Approved By:

e Senior Leadership Team

Responsible Office:
Provost and Facility Planning Offices

POLICY STATEMENT

Space is an institutional resource of Grand Valley State University. As such, it does not belong to an
individual, a program, a unit or a college and may be reassigned in the best interests of the University.
The goal of the University’s allocation and reallocation of space is to achieve the highest and best use

of University resources.

The Provost’s Office is responsible for assigning and overseeing space used for academic purposes,
including classrooms, laboratories, academic secretarial spaces, and faculty offices. It discharges that
responsibility by working closely with the Facilities Planning Office to maintain and remodel existing
space; to allocate and reallocate that space; to help plan, schedule, and coordinate moves; to plan new

space; and to explain allocation and reallocation decisions.

The Facilities Planning Office is responsible for overseeing all non-academic space, including outdoor
space. It discharges that responsibility by working closely with the Provost’'s Office to maintain and
remodel existing space; to allocate and reallocate that space; to help plan, schedule, and coordinate

moves; to plan new space; and to explain allocation and reallocation decisions.

At least annually, Facilities Planning will conduct a physical review of space to investigate identified

issues or potential space issues that need attention.

Periodically, the Provost’s Office and the Facilities Planning Office will meet with appropriate
representatives of the University’s organizational units to discuss upcoming moves and longer term

plans for expansion and/or contraction.

This policy is applicable to all departments, offices, University employees and other members of the

University community occupying space owned or leased by the University.




ANIMALS ON PROPERTY OWNED OR CONTROLLED BY THE UNIVERSITY
SLT 6.1

Date of Last Update:
August 28, 2023

Approved By:

e Senior Leadership Team

Responsible Office:
Public Safety

POLICY

This Policy applies to all faculty, students, staff, contractors, vendors and visitors.

POLICY STATEMENT

This policy is intended to enhance the safety and health of students, faculty, staff, contractors, vendors
and other visitors, and to supplement the existing GVSU policies, by providing rules and regulations
regarding the presence of animals in GVSU facilities.

No person shall bring any animal(s) onto University owned or controlled property unless otherwise
permitted by this or other University policy as listed below. Individuals wishing to request a modification
or exception to this policy as a reasonable accommodation should contact the Office of Disability

Support Resources. https://www.gvsu.edu/dsr

PROCEDURES
A. Animals Permitted on Property Owned or Controlled by the University *:

1. Service Animals are permitted within all University facilities subject to the additional requirements of
this policy. Individuals who wish to bring a service animal into a University housing facility may do so
without prior approval. However, students are strongly encouraged to reach out to the University’s
Office of Disability Support Resources (DSR) to ensure that their experience bringing the animal to
campus is a positive one. Advance notice of a service animal in housing facilities will enable the
University to appropriately plan for the animals’ presence and will allow more flexibility in meeting the
student’s needs. Service animals are permitted to accompany the resident to all areas of housing where
residents are normally permitted to go. Please note that service animals are required to be at least 12
months of age unless an exception to this requirement has been approved by DSR.

2. Employees with a disability who wish to utilize a service animal as a reasonable accommodation in a
University office or other areas of campus buildings not open to the general public, must submit the

request to the Office of Disability Support Services at least 30 days before the animal is needed.

3. Service animals in training are permitted in all public facilities on the same basis as working service


https://www.gvsu.edu/dsr/

animals, provided that the service animal is being led or accompanied by a trainer for the purpose of
training the dog and the trainer has documentation confirming the trainer is affiliated with a recognized
or certified service dog training organization. Service animals in training are not permitted in certain
classrooms, offices, or other areas of campus buildings not open to the general public. Facilities
generally considered off limits unless an exception is granted:

a. Research Laboratories: The natural organisms carried by service animals may negatively affect the
outcome of the research. At the same time, the chemicals, and/or organisms used in the research may

be harmful to service animals.

b. Areas Where Protective Clothing is Necessary: Any room where protective clothing is required or
necessary. Examples include chemistry laboratories, research/medical laboratories, wood shops, metal
or machine shop, electrical shops, etc.

c. Areas Where There is Danger to the Service Animal: Any room, including a classroom where there are
sharp metal cuttings or other sharp objects on the floor or protruding from a surface; where there is hot
material on the floor e.g. molten metal or glass; where there is a high level of dust; or where there is
moving machinery. Where the threat of injury is to the health of the dog, the student will be permitted

to make the decision.

4. A student or employee with a disability who wishes to utilize a service dog in training in University
housing, classrooms, offices, or other areas of campus buildings not open to the general public must
seek approval through the reasonable accommodation process.

5. Animals under the control of a law enforcement officer acting in the course of his or her duties.

6. Animals kept in residence halls as approved by the Department of Housing and Residence Life
including animals kept by housing staff in residence. All animals must register with and be approved by
Disability Support Resources prior to entering University housing, in accordance with this policy:

https://www.gvsu.edu/cms4/asset/C7BF326A-0990-A17D-F66456C52989A6FA/assistance_animals_policy.p

7. Service animals are permitted to accompany the resident to all areas of housing where residents are

normally permitted to go.

8. Animals approved by the University for use in research or for instructional purposes.
http://www.gvsu.edu/iacuc/

9. Animals brought on campus for a special event sponsored by the University or a student organization
provided that the event has been pre-approved in writing by the Dean for the sponsoring college or
department or by the Office of Student Life.

10. Animals accompanied by members of the University community and visitors, as long as they remain
on sidewalks and University walkways.

11. Any animal brought into a University owned or controlled property pursuant to this Policy must be
properly licensed, vaccinated and tagged as required by applicable law. All animals must be under the
control of their owner or handler and must be on a leash at all times, unless the owner is unable to use a
leash due to a disability or the use of a leash would interfere with the service animal’s ability to perform


https://www.gvsu.edu/dsr/registering-with-disability-support-resources-85.htm
https://www.gvsu.edu/cms4/asset/C7BF326A-0990-A17D-F66456C52989A6FA/esa_updated_document_cc.pdf
http://www.gvsu.edu/iacuc/

its duties. In that case, the owner must be able to control the service animal by other effective means

such as voice controls or signals.
12. Animals may not be cleaned or groomed in rest rooms, locker rooms, or other University facilities.

*For purposes of this Policy, “University Facility or Facilities” means any building, facility, structure or
improvement, open or enclosed, that is owned, licensed, leased by, or under the control of the
University.

B. General Requirements:

Persons bringing animals onto University owned or controlled property as permitted by this Policy are
solely responsible for:

a. the full control, supervision and care of the animal

b. ensuring that animal droppings or other waste are picked up, thoroughly cleaned up and properly

disposed of;

c. reimbursing the University for the costs associated with the repair of any real and/or personal
property and/or University facility damaged directly or indirectly by the animal or the animal’s presence
in the facility.

d. assuming full responsibility for any harm caused to others by their animal including medical expenses.
e. animals must not be cleaned or groomed in rest rooms, locker rooms, or other University facilities.

In addition, individuals bringing animals on campus must comply with all other applicable University
ordinances, policies, practices and procedures and any applicable local, state or federal ordinance,
statute and/or regulation.

C. Areas Requiring Pre-Approval for Service Animals:

1. The University may prohibit the use of service animals in certain locations due to health or safety
restrictions, where service animals may be in danger, or where their use may compromise the integrity
of research. Restricted locations may include, but are not limited to: teaching laboratories, classrooms,

medical and surgical areas, and research areas.

2. Exceptions to restricted areas may be granted on a case-by-case basis by contacting the Office of
Disability Support Resources. In making its decision, DSR will consult with the appropriate department
and/or laboratory representative regarding the nature of the restricted area and any ongoing research.
Additional requirements may be necessary to protect the animal. To be granted an exception: A student
and/or employee who wants their animal to be granted admission to an off-limits area should contact
DSR. Visitors should also contact DSR.

D. Clarifying Animal Status:

1. Service animals are permitted in all public facilities on campus in accordance with this Policy.
University employees should refrain from questioning any individual about an accompanying service
animal, including persons with non visible disabilities, unless there is a genuine question about the

animal based upon its behavior.



2. In the unusual circumstance when an inquiry must be made to determine whether an animal is a

service animal, a University employee may only ask two questions:

e |s the animal a service animal required because of a disability?
e What work or task has the animal been trained to perform?

You may not ask these questions if the need for the service animal is obvious. You may not ask the
owner to make the animal perform the task.

3. A University employee may not ask about a person’s disability, require medical documentation,
require a special identification card or training documentation for the service animal or ask that the
service animal demonstrate its ability to perform the work or task. Although a service animal may
sometimes be identified by an identification card, harness, cape, or backpack, such identifiers are not

required and should not be requested or demanded for any service animal on campus.

4. Allergies and fear of animals are not valid reasons for denying access or refusing service to people

using service animals.
E. Removal of Service Animals:

1. A service animal may be removed from University facilities or grounds if it disruptive (e.g., barking,
wandering, posing a direct threat to the health or safety of others; is not housebroken; or displays
aggressive behavior and the behavior is outside the duties of the service animal). Ill, unhygienic, and/or
unsanitary service animals are not permitted in public campus areas. The individual responsible for
such an animal may be required to remove the animal. A service animal may also be removed if the
animal is out of control and the owner does not take effective action to keep the animal under control.
If the out-of-control behavior happens repeatedly, the owner may be prohibited from bringing the
animal into facilities until the owner can demonstrate that significant steps have been taken to mitigate
the animal’s behavior.

2. When an animal has been properly removed pursuant to this policy, the University will work with the
handler/owner to determine reasonable alternative opportunities to participate in the University’s

services, programs, and activities without having the animal on the premises.

3. Any individual with a dispute or disagreement concerning the removal or restriction of a service
animal or any other aspect of this policy should first contact Disability Support Resources. If the matter
is not resolved, a request for mediation should be submitted to DSR. Individuals may also file a written
complaint with the Equity and Compliance Unit in the Division of Inclusion and Equity by calling

616-331-2894 or at https://gvsutix-gme-advocate.symplicity.com/public_report/index.php/pid234800.

F. Enforcement of Complaints:

1. If you become aware of a violation of this policy, you are encouraged to attempt informal methods of
resolution. For example, if you recognize the person violating this policy, you might contact them or
their supervisor to make them aware of the problem. If that is not successful and/or you are not
comfortable approaching the person violating the policy or their supervisor, then the Department of
Public Safety should be notified. The Department of Public Safety may pick up the animal and hold it for


https://gvsutix-gme-advocate.symplicity.com/public_report/index.php/pid234800

48 hours. Animals not claimed during that time will be turned over to the county animal control officer
and the owner of the animal will be responsible for any associated fees.

2. Students in violation of this policy will be referred to the University conduct process through the Dean
of Students Office and may be assessed a fine of up to $250. Employees in violation of this policy will be
referred to the Human Resources Office for possible disciplinary action to be determined in consultation
with the Equity and Compliance Unit in the Division of Inclusion and Equity and the employee’s

supervisor.

DEFINITIONS

1. Service animal: “any dog that is individually trained to do work or perform tasks for the benefit of
an individual with a disability, including a physical, sensory, psychiatric, intellectual, or other mental
disability. Other species of animals, whether wild or domestic, trained or untrained, are not service
animals for the purposes of this definition. The work or tasks performed by a service animal must be
directly related to the individual's disability.” (28 CFR 36.104) The crime deterrent effects of an animal’s
presence and the provision of emotional support, well-being, comfort or companionship do not
constitute work or tasks for the purposes of this definition.

Examples of work or tasks that service animals perform include, but are not limited to: assisting
individuals who are blind or have low vision with navigation and other tasks, alerting individuals who are
deaf or hard of hearing to the presence of people or sounds, pulling a wheelchair, assisting an individual
during a seizure, alerting individuals to the presence of allergens, retrieving items such as books or the
telephone, alerting a person to a sudden change in blood sugar levels, providing physical support and
assistance with balance and stability to individuals with mobility disabilities, calming a person with Post
Traumatic Stress Disorder (PTSD) during an anxiety attack, and helping persons with psychiatric and
neurological disabilities by preventing or interrupting impulsive or destructive behaviors.

a. The University may permit the use of a miniature horse on the same basis as a service animal if the
horse has been trained to do work or perform tasks for the benefit of the individual with a disability and
after an assessment of the following factors: the type, size and weight of the miniature horse and
whether the facility can accommodate these features; whether the handler has sufficient control of the
miniature horse; whether the miniature horse is housebroken; and whether the miniature horse’s
presence in a specific facility compromises legitimate safety requirements that are necessary for safe
operation. (28 CFR 35.136)

2. Service animal in training: Dogs twelve months of age and older being individually trained to do
work or perform tasks for people with disabilities that are at all times accompanied by a certified trainer.

Puppies (dogs less than twelve months old) in training are not permitted in any University facilities.

3. Emotional Support, Assistance, or Therapy Animals: Please see the documentation section on

the Registering with Disability Support Resources
pagehttps://www.gvsu.edu/dsr/reqgistering-with-disability-support-resources-85.htm-

FOOTNOTES


https://www.gvsu.edu/dsr/registering-with-disability-support-resources-85.htm
https://www.gvsu.edu/dsr/registering-with-disability-support-resources-85.htm

References and Resources
1. State of Michigan Service Animal Frequently Asked Questions (FAQSs)

https://www.michigan.gov/documents/mdcr/FAQs-4-15-16-Final_521982_7.pdf

1. U.S. Department of Justice Civil Rights Division “Frequently Asked Questions about Service Animals
and the ADA”

https://www.ada.gov/reqgs2010/service_animal_ga.html

1. The Fair Housing of West Michigan

http://www.fhcwm.org/

RELOCATION POLICY (MOVING)
SLT 6.15

Date of Last Update:
April 13, 2023

Approved By:
e Senior Leadership Team

Responsible Office:
Business and Finance

POLICY STATEMENT

Reimbursement or direct payment of faculty and staff relocation expenses will be made when it
becomes necessary in employment negotiations at the discretion of the respective Appointing and

Executive Officer, and considering budgetary potential.

PROCEDURES

If reimbursement or direct payment is warranted, the following applies:

1. Only new hires of tenure track faculty and administrative professionals are eligible.
2. Moving expenses must be funded from within the hiring unit's existing budget.

3. Deans have the authority to offer up to $7,000 moving expense allowance for tenure track faculty
hire. An allowance of up to $8,000 is available for dean or appointing officer positions. If hiring
negotiations require the need to exceed the maximum allowance, or an appointing officer wishes to
extend a moving expense allowance to any other type of hire, the request must be approved in advance
by the vice president of that division.


https://www.michigan.gov/documents/mdcr/FAQs-4-15-16-Final_521982_7.pdf
https://www.ada.gov/regs2010/service_animal_qa.html
http://www.fhcwm.org/

4. Effective January 2018, all moving expenses that are reimbursable to the employee are now
considered a taxable fringe benefit and will be taxed accordingly upon payment (refer to tax code P.L.
115-97 Tax Cuts and Jobs Act.) The amount paid to the new hire is limited to and based on actual
receipts. There shall not be either payment or reimbursement for the anticipated payroll taxes resulting
from the moving expense reimbursement. Payroll taxes are the responsibility of the employee.

5. Reimbursement/payment must be made via a properly authorized Travel and Expense
Reimbursement form prepared by the hiring department to which actual receipts and/or invoices must
be attached. Only the reasonable costs of moving household goods and personal effects (including the
expenses of packing and insurance) and the reasonable costs of transporting the employee and
members of the employee's household (including lodging) from the old place of residence to the new
place of residence are eligible for reimbursement/payment. Typical moving expenses normally eligible
for reimbursement/payment include: payments to moving companies, truck or trailer rental charges, toll
road fees, and gasoline cost for a rented or personal vehicle or mileage charges (at the current IRS

moving rate) if an employee's personal vehicle is used.

While this is not an all-inclusive list, examples of typical expenses NOT eligible for
reimbursement/payment are:

e Meals

e House hunting trips (and any other pre/post move trips)
e Selling expenses related to the old residence

e Expenses of purchasing the new residence

e Temporary living expenses

e Storage charges (except in-transit charges)

e Security deposits

e Moving expenses related to termination of GVSU employment

6. Upon review, approval and processing, moving expenses will be paid on the employee's next regular
paycheck and the proper taxes will be withheld at that time.

7. An executive officer may grant exceptions to this policy in specific and unusual cases.

This information is subject to change without prior notice. Contact the Accounting Office at
616-331-2203 for questions regarding reimbursable expenses, and contact Purchasing Services at

616-331-2280 for assistance with contract movers.

TRAVEL POLICY
SLT 6.18

Date of Last Update:
July 01, 2021

Approved By:


http://www.gvsu.edu/busfin/gvsu-travel-expense-reimbursement-32.htm
http://www.gvsu.edu/busfin/gvsu-travel-expense-reimbursement-32.htm

e Senior Leadership Team

Responsible Office:

Business and Finance

POLICY STATEMENT

This document is designed to provide guidance to faculty and staff on University travel policies,
regulations and procedures. These guidelines are in general terms and are not expected to cover every
situation. For questions regarding policies, procedures or travel arrangements, call Procurement
Services at 616-331-2280. For questions regarding travel and expense reimbursement, call the
Accounting Office at 616-331-2203.

Policy Statement for Travel and Expense Reimbursement

University travel is defined as traveling to conduct business on behalf of the University. The following
individuals are eligible for reimbursement of reasonable expenses while traveling on University business:

e University Board of Trustees, faculty and staff employees.

e Students in appropriate/approved circumstances and sponsored by a department.

e Guests invited for lectures, consulting, interviews, recruiting, and other special occasions, or those
requested to travel for the University as specified in a contractual arrangement. For these
circumstances, the sponsoring Division or Department will use Concur to submit the

reimbursement for travel expenses.
Authorization

Travel approval and reimbursement authority may be delegated by Executive Officers to supervisory
individuals within their Division. Delegation authority shall be in writing and updated annually. It is the
responsibility of each prospective traveler to secure the appropriate approval for University travel from
their Supervisor, Director, Department Head, Dean, or Executive Officer. Additional regulations may
apply for travel associated with grant funding and international travel.

Supervisors, if designated, will have the authority to approve travel and expense reports for their direct
reports up to $5,000.

Additional approval from an Appointing or Executive Officer may be required for exceptions to travel

policies.
See the Travel and Expense Procedures for authorization details.
Travel Arrangements and Booking

Individual travel shall be booked via the Travel & Expense (T&E) system for reserving travel
(air/lodging/rental cars). The University Travel Agent can assist with bookings for multi-leg trips,
group/sports travel, and international travel.

Guidance and procedures relating to transportation modes, including rental cars and use of personal


https://www.gvsu.edu/busfin/travel-expense-procedures-310-related-to-slt-policy-72.htm#authorizationdetails
https://www.gvsu.edu/busfin/travel-expense-procedures-310-related-to-slt-policy-72.htm#arrangements

vehicles, lodging, conference fees, etc. are outlined on the Business & Finance website. See theIravel
and Expense Procedures for details.

Charging Expenses

University faculty and staff, if issued a University Purchase Card (P-Card), shall charge all business and
business travel expenses to their P-card. In the event a traveler does not have a P-card, the traveler
may use a debit card issued to them through the Accounting office, request a Cash Advance through the
Accounting office, or use personal funds/payment methods and request reimbursement. Note: Cash
advances will only be allowed when all other forms of payment have been explored and been found

unfeasible. See the Travel and Expense Procedures for details.
Meals

Meals, to the extent practicable, shall be charged to a University P-card. The GSA Per Diem meal rate,
by locality, will be applied to each purchase. If the GSA rate is exceeded for any one purchase, the
traveler will be responsible for reimbursing the University for the difference.

For authorized individuals only, alcohol may be purchased on the University P-card. See the Travel and
Expense Procedures for further details regarding alcohol purchases.

If dining with a University guest along with a group of GVSU employees as part of a valid business
purpose, group meals shall be paid using the University P-card and will be reimbursed at the GSA rate,
by locality, per person. Exceptions to exceed the per diem rate must be approved by the Appointing
Officer or Executive Officer. A receipt(s) and all attendees must be input into Concur Reimbursement
for group meal reimbursement.

Expense Reimbursement/Reconciliation of P-Card

Expenses incurred on behalf of the University, whether through a P-Card or personal funds, must be
approved by an individual’'s authorized travel supervisor and submitted to the Business and Finance
office through the University’s Travel and Expense system within 30 days of completion of travel.
Unreconciled charges may be charged to the traveler’'s department FOAP and may result in suspension

of P-card and cash advance abilities.
Miscellaneous

The University will permit the benefits of airline/hotel/rental car rewards programs derived from travel
paid for by the University to accrue to the traveler. This provision does not permit travelers to charge
travel and booking arrangements with a personal method of payment when the University P-Card can be
used.

PARKING ORDINANCE
SLT 6.28

Date of Last Update:
February 04, 2022


https://www.gvsu.edu/busfin/travel-expense-procedures-310-related-to-slt-policy-72.htm#arrangements
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Approved By:
e Senior Leadership Team

Responsible Office:
Public Safety

POLICY STATEMENT
STATEMENT OF AUTHORITY

This ordinance is enacted through the Grand Valley State University Board of Trustees pursuant to and
in accordance with the authority and responsibility of said Board as provided in the Constitution of the
State of Michigan, and Act 291 of the Michigan Public Acts of 1967, as amended. This ordinance and the
Michigan Vehicle Code (MCL 257.1 et seq., MSA 9.1801 et seq.), as amended, are hereby adopted by
reference.

Section 1: Definitions

1.1. Campus: Unless otherwise noted in this Ordinance, Campus shall mean property owned or
controlled by Grand Valley State University (GVSU or University) on the Allendale Campus and Grand
Rapids Campuses (Robert C. Pew Grand Rapids Campus and the Health Campus) and includes the
Standale Plaza in the City of Walker.

1.2. Parking Services: Parking Services is responsible for parking on all University owned or controlled
properties and is comprised of customer service and compliance operations in Allendale and Grand

Rapids.

1.3. Department of Public Safety: Department of Public Safety shall mean the Grand Valley State
University Department of Public Safety which is comprised of Police, Security, and Emergency

Management.
1.4. Hours of Compliance: Parking requires compliance 24/7, unless otherwise noted.

1.5. Overnight Parking: Overnight parking on campus is considered between the hours of 3:00 a.m. -

6:00 a.m., unless otherwise noted.

1.6. Color-Coded Parking: All parking signage is color coded. The sign decal designation and color

authorizes parking in specific lots and areas.

PROCEDURES
Section 2. Parking on Campus
2.1. Vehicles on Campus

2.1.1. State Requirements: All vehicles parked on campus must be properly registered and display
current registration credentials as prescribed by the state within which they are registered and be
legally operable under the laws set forth by Michigan Legislation.



2.1.1.1. Disabled Vehicle: A vehicle that is not legally operable under Michigan law is deemed a
disabled vehicle. A disabled vehicle on property owned or controlled by the University must be
reported to Parking Services. The disabled vehicle must be removed from the campus within 24
hours or is subject to parking violations.

2.1.2. Parking Space: A vehicle must be fully and completely contained within the lines of a single
designated space as delineated by service markings and must not obstruct traffic flow.

2.1.2.1. Double Parking: Occupying or preventing the use of more than one parking space

constitutes double-parking and is prohibited.

2.1.3. Prohibited Parking Areas: If an area is not posted for parking, parking is prohibited except
under the direction of Parking Services. Prohibited parking areas include, but are not limited to:

2.1.3.1. Hashed-lines: Parking in diagonal hashed-lines is prohibited (see Section 2.9 regarding
motorcycle parking).

2.1.3.2. Fire Lanes: Parking in areas signed as a fire lane is prohibited.

2.1.3.3. Yellow Curbs: Yellow curbs indicate a no parking zone. Parking along yellow curbs is
prohibited.

2.1.3.4. Coned Areas: Parking in coned spaces or in closed parking lots is prohibited.

2.1.3.5. Sidewalk Restriction: Sidewalks and walkways are restricted to pedestrian, bicycle, and
motorized wheelchair use only. Driving or parking a moped, motorcycle or other motor vehicle on a
sidewalk or walkway is prohibited without permission from Parking Services.

2.1.3.6. Landscape Restriction: Landscaped areas are restricted to pedestrian traffic only.

2.1.3.7. Loading Zones: Loading zones are provided to accommodate active loading and
unloading only. All loading and unloading must be done in designated loading docks or from
regular parking spaces. Loading zone regulations require compliance 24/7. Loading from prohibited
parking areas is strictly prohibited.

2.1.4. Parking by Permit Only: Parking on campus is by permit only and payment is required in
Pay-to-Park areas year-round. By parking on campus, the vehicle operator has agreed to abide by the
rules and regulations of the Parking Ordinance and is subject to a parking violation and other penalties
as outlined in Section 3. Information about parking lot locations and permit types is available on the

Parking Services website.
2.2. Parking Options

2.2.1. Permit Parking: Parking permits are required on the Allendale Campus and Grand Rapids
Campuses with the exception of Pay-to-Park areas. Permits are required Monday-Thursday 3:00 a.m. —
6:30 p.m. and Friday 3:00 a.m. — 5:00 p.m., unless otherwise noted.

2.2.1.1. Regional Centers: Parking permits are not required at the Standale Plaza in the City of
Walker, Meijer Campus in Holland, Muskegon locations, or the Traverse City Regional Center. There
is no University parking lot at the Detroit Center. Campus maps are published gnline. (See Section



https://www.gvsu.edu/parking
https://www.gvsu.edu/maps

2.3 for detailed permit information.)

2.2.1.2. Spring and Summer Allendale Campus: During the spring and summer semesters,
parking permits are not required in student commuter areas or in resident parking areas. Parking
permits are required in Faculty/Staff, visitor areas, and specially signed spaces. Pay-to-Park areas

require payment.

2.2.1.3. Spring and Summer Robert C. Pew Campus: During the spring and summer
semesters, parking permits are not required in student commuter areas. Parking permits are
required in Pew Resident areas, Faculty/Staff, visitor areas, and specially signed spaces.

Pay-to-Park areas require payment.

2.2.1.4. Spring and Summer Health Campus: During the spring and summer semesters,
parking permits are required in student commuter, Faculty/Staff, visitor areas, and specially signed
spaces. Pay-to-Park areas require payment.

2.2.2. Pay-to-Park: Pay-to-Park areas offer short-term parking and require payment. Those choosing
to park on campus without a permit must utilize Pay-to-Park areas. Permits do not replace payment.
Over-payments will not be refunded.

2.2.2.1. Pay-by-Phone: Pay-by-Phone areas near academic buildings require payment Monday -
Saturday, 7:00 a.m. - 8:00 p.m. year-round unless otherwise noted. Pay-by-Phone areas located in
and near residential buildings require payment 24/7 year-round. Our current Pay-by-Phone
contractor is ParkMobile.

2.2.2.2. Pay Stations: Pay station areas require payment Monday - Saturday, 7:00 a.m. - 8:00
p.m. year-round, including Motorcycle and ADA spaces. Pay stations accept coins, bills, credit
cards, and ParkMobile as payment. Pay stations that are offline or malfunctioning should be
reported to Parking Services.

2.3. Permits

2.3.1. Virtual Permits: Virtual permits are available to currently enrolled GVSU students, Faculty/Staff

with active appointments, and tenants, as appropriate.

2.3.1.1. Permit Charges: Students who choose to purchase a permit will be required to register per
semester. The cost of a permit is charged directly to the student’s account (fall and winter
semesters). The refund schedule may be found on the Parking Services website.

2.3.1.2. Permit Eligibility: Students who are no longer enrolled at GVSU or Faculty/Staff who are no
longer employed by the University are not eligible to use a University-issued parking permit.

2.3.1.3. Authorized Permit Use: Virtual parking permits are issued for the exclusive use of the
person applying for the permit. A G# is authorized for one permit only.

2.3.1.4. Alternate Vehicle Use: Virtual parking permits may be transferred between vehicles on the
parking portal. Faculty/Staff and students are responsible for ensuring the correct vehicle is
associated with the current permit.

2.3.2. Temporary Permits: Daily permits are available to GVSU students. The daily rate will be set


https://www.gvsu.edu/maps

each July 1st by the Business and Finance Office. Faculty/Staff and daytime visitors who need a
temporary permit may obtain one from Parking Services. Temporary permits may be printed or
paperless/digital.

2.4. Student Parking

2.4.1. Student Commuter: Students who are currently enrolled at GVSU and do not reside in
University owned housing facilities on campus are considered commuter students.

2.4.1.1. Student Commuter: Student Commuter permits are only valid in Student Commuter
parking areas marked by a red “S” on signs throughout campus. This permit is not valid in

Pay-to-Park or other designated areas on campus.

2.4.1.2. Lot J Remote Commuter: Lot J permits are offered as a reduced cost, remote parking
option for commuter students. This permit is valid on the Allendale Campus or Robert C. Pew
Grand Rapids Campus on a first-come, first-serve basis for Lot J only. A daily permit must be
purchased to be eligible to park in other student commuter areas. Individuals needing ADA parking
accommodations should refer to Section 2.8. This permit is not valid in Pay-to-Park or other
designated areas on campus.

2.4.2. Student Resident: Students who are currently enrolled at GVSU and reside in University owned

housing facilities on campus are considered residents. There are four types of Student Residents:

2.4.2.1. Allendale Resident: Students who live on the Allendale Campus are considered
Allendale Residents. Allendale Resident parking permits are valid in Allendale Resident areas
marked by a yellow “R” on the Allendale Campus and in Student Commuter areas marked by a red
“S” on the Grand Rapids Campuses. This permit is not valid in Pay-to-Park or other designated

areas on campus.

2.4.2.2. Pew Resident: Students who live on the Robert C. Pew Grand Rapids Campus are
considered Pew Residents. Pew Resident parking permits are valid in Pew Resident areas marked
by a brown “P” on the Robert C. Pew Grand Rapids Campus and in Student Commuter areas
marked by a red “S” on the Allendale Campus and Health Campus. Parking permits are required in
Pew Resident spaces on the Robert C. Pew Grand Rapids Campus year-round. This permit is not
valid in Pay-to-Park or other designated areas on campus.

2.4.2.3. Calder Resident: Students who live on the Allendale Campus in the Calder Residence
are considered Calder Residents. Calder Resident parking permits are valid in signed Calder
Residents Only areas marked by an orange “C”, as well as in Allendale Resident areas marked by a
yellow “R” on the Allendale Campus and in Student Commuter spaces marked by a red “S” on the
Grand Rapids Campuses. This permit is not valid in Pay-to-Park or other designated areas on

campus.

2.4.2.4. Seward Remote Resident: Seward Remote Resident permits are offered as a reduced
cost, remote parking option for student residents. The Seward Ramp is located on the Robert C.
Pew Grand Rapids Campus. This permit is valid in the Seward Ramp on the level leading to and
including the top level only. Permits are available on a first-come, first-serve basis only. A daily



permit must be purchased to be eligible to park in other student resident areas. Individuals
needing ADA parking accommodations should refer to Section 2.8. This permit is not valid in
Pay-to-Park or other designated areas on campus.

2.5. Faculty and Staff Parking

2.5.1. Active Appointments: Only GVSU Faculty/Staff with active appointments are issued parking
permits. Parking permits are only valid for adjunct Faculty/Staff if they have an active appointment and
are either working for or teaching at GVSU during the semester in which the permit is being used.

Faculty/Staff permits are for the exclusive use of the employee only.

2.5.1.1. Faculty/Staff: Faculty/Staff parking permits are only valid in Faculty/Staff areas marked
by a blue “F” and in Student Commuter areas marked by a red “S”. Faculty/Staff permits are not
valid in the Winter Lot on the Robert C. Pew Grand Rapids Campus, Pay-to-Park, or other
designated areas on campus.

2.5.1.2. Fall Faculty/Staff: Fall Faculty/Staff parking permits may be issued to employees with a
6-month contract for the fall semester only and are valid in the same locations as associated with
a Faculty/Staff permit. The Fall Faculty/Staff parking permit is only valid for the fall semester and
expires on December 31 of the academic year in which the permit is issued. This permit is not valid

in Pay-to-Park or other designated areas on campus.

2.5.1.3. Faculty/Staff Reserved: Faculty/Staff Reserved parking permits are only valid in
Faculty/Staff areas marked by a blue “F” and in Student Commuter areas marked by a red “S”.
Additionally, individuals who qualify for a Faculty/Staff Reserved parking permit are afforded
additional parking on campus as marked by “Reserved” signs. Faculty/Staff Reserved permits are
not valid in the Winter Lot on the Robert C. Pew Grand Rapids Campus, Pay-to-Park, or other

designated areas on campus.

2.5.1.4. Lot L/Administration: Lot L/Administration permits are issued as applicable. This permit

is not valid in Pay-to-Park or other designated areas on campus.

2.5.2. Retired Faculty and Staff: Faculty/Staff who have officially retired from GVSU are eligible for a
GVRP parking permit. This permit is valid for four years. It is the responsibility of the retiree to renew
their permit with Parking Services.

2.5.2.1. GVRP: GVRP parking permits are only valid in Faculty/Staff areas marked by a blue “F”
and in Student Commuter areas marked by a red “S”. GVRP permits are not valid in the Winter Lot
on the Robert C. Pew Grand Rapids Campus, Pay-to-Park, or other designated areas on campus.

2.6. Specially Signed Spaces and Designated Permits

2.6.1. Permits required 24/7: Specially signed parking spaces require parking permits designated for
a particular type of space and require compliance 24/7. These spaces include, but are not limited to:
Biology Department, Communications Department, Disability Support Resources, Food Service, Housing
Staff, Information Technology, Reserved, Service Vehicle, University Bookstore, Admissions Visitor,
Visitor, Prospective Student, Motor Pool, and numbered spaces for Tenants.



2.6.2. Service Vehicles: Service Vehicle spaces and permits are intended for use by persons or
companies providing one of the following services: installation, repair, or improvement of
University-owned structures and infrastructures (exterior and interior). Employees of vendor companies
that perform regular services for GVSU may qualify for this permit. Service Vehicle permits are not
intended for loading or unloading. Service Vehicle parking permits are valid in Service Vehicle areas,
Faculty/Staff areas marked by a blue “F,” in Student Commuter areas marked by a red “S”, and in

Pay-to-Park areas without payment.

2.6.3. Tenants: Tenants with lease agreements for spaces in University buildings may be eligible for a
tenant permit. Please refer to your lease or parking agreement as to where these permits are valid. This

permit is not valid in Pay-to-Park or other designated areas on campus.

2.6.4. Alternative Fuel/Hybrid Spaces: These spaces require a special parking permit designation.
Contact Parking Services for additional information regarding this permit designation.

2.6.5. Electric Vehicle Charging Spaces: Spaces are provided throughout campus for
actively-charging electric vehicles only. Spaces are limited, and a parking or charging opportunity is not
guaranteed. A valid GVSU permit is required.

2.6.5.1. Pew Campus Front Lot: Electric vehicle charging stations located in the Front Lot on the

Pew Campus are for Consumers Energy staff and visitors only.

2.6.6. Small Car Only Spaces: Use of small car spaces marked with hashed end lines requires
compliance 24/7. Vehicles parking in these spaces must be contained within all sides of the space and

not overhang any line.

2.6.7. Loading Zones: Loading zones are provided to accommodate active loading and unloading
only. All loading and unloading must be done in designated loading docks or from regular parking
spaces. Loading zones regulations require compliance 24/7. Loading from prohibited parking areas is
strictly prohibited, (see section 2.1.3).

2.7. Visitor Parking

2.7.1. Daytime Visitors: Visitors parking during the day may choose to obtain a parking permit
directly from Parking Services; from the Faculty/Staff member they are visiting; or utilize Pay-to-Park
areas. Currently enrolled students, Faculty/Staff with active appointments, individuals with GVRP

permits, and/or tenants are not eligible to use visitor permits.

2.7.2. Overnight Visitors: Visitors staying on campus overnight (see Section 2.10) must obtain a
parking permit in person from the Parking Services office located on the campus where they are visiting.
Overnight visitors are limited to 20 overnight permits per year excluding weekends. During the spring
and summer semesters, overnight visitors to the Robert C. Pew Grand Rapids Campus are limited to 10

overnight permits. The University reserves the right to restrict overnight parking.

2.7.3. Short Term Parking Allendale: Short-term parking without a permit is available on the
Allendale Campus for those who are conducting business at the Service Building, Alumni House, and
The Meadows Golf Course. Parking is available near the building entrances and these parking locations
are not intended to be used for academic purposes. These parking locations may not be used for any



purpose other than conducting university business.

2.7.4. Fieldhouse/Recreation Center Visitors with Membership: Alumni and outside members can
obtain a Recreation Center parking permit by providing their current Athletic and Recreation Facilities
membership card and driver’s license to Parking Services in Allendale. These parking permits will be
valid for the duration of the membership and are required to be renewed along with the membership.
This permit is for non-academic recreational facilities use only and may not be used for any other
purpose, including events or academic classes. GVSU Faculty/Staff and students are not eligible for

Fieldhouse permits.

2.7.5. Campus Recreation Class Visitors: Community members taking campus recreation classes at
the Athletic and Recreation Facilities may obtain a temporary day permit or utilize Pay-to-Park areas.
Other types of parking permits are not available. GVSU Faculty/Staff and students are not eligible for
Campus Recreation permits.

2.8. ADA-Compliant Parking

2.8.1. ADA Compliant Parking Spaces: ADA-compliant parking requires a valid ADA placard or plate
designation and requires compliance 24/7.

2.8.2. ADA Permit Compliance: During permit compliance hours (see Section 2.2.1.), a valid GVSU
permit must always accompany the ADA placard or plate designation. If ADA-compliant parking spaces
are not available, the ADA permit holder may, with a valid GVSU permit and a valid ADA placard or plate
displayed, park in a Faculty/Staff or student space.

2.8.2.1. ADA Pay-to-Park Compliance: Parking in ADA-compliant spaces in Pay-to-Park areas
requires payment.

2.8.2.2. ADA Lot J Remote and Seward Remote Resident Compliance: Lot J Remote Commuter
permits are only valid in Lot J and are not permitted in other areas even when accompanied by an
ADA placard or plate designation. Seward Remote Resident permits are only valid on the level
leading to and including the top level of the Seward Ramp on the Robert C. Pew Grand Rapids
Campus and are not permitted in other areas even when accompanied by an ADA placard or plate
designation.

2.8.2.3. Other ADA Restrictions: ADA parking is prohibited in specially signed spaces without the
required designated parking permit (see Section 2.6.).

2.8.3. University-lssued ADA Permits: Mobility-impaired persons shall be issued, without charge, a
temporary permit for a period not to exceed three days. University-issued ADA permits must be
accompanied by a valid GVSU Faculty/Staff or Student parking permit. Persons requiring
accommodations for a period of 4-30 days will be directed to Disability Support Resources for
assistance. Individuals needing ADA-compliant parking privileges beyond 30 days must obtain a permit
from the Michigan Secretary of State.

2.8.4. lllegal Use of an ADA Parking Placard or License Plate: Under Michigan law, it is illegal: 1)
to use an ADA placard or license plate when the ADA permit holder is not being transported; 2) to use
an ADA placard or license plate when the placard or plate is altered; 3) to lend/use a placard/plate from



another person; and 4) to use a copy of a placard/plate. lllegally used ADA designations are subject to
confiscation by Police and will be returned to the Michigan Secretary of State with an explanation of the
misuse. Fraudulent use of an ADA parking placard or plate is punishable by up to 30 days in jail and/or
up to a $500 fine. Parking Services will immediately notify Police of potential violations.

2.9. Motorcycle/Moped Parking

2.9.1. Applicability: This section is applicable to all two-wheeled motorized vehicles. Motorcycles and
mopeds parking on campus do not require a parking permit. Overnight parking is only allowed in
designated motorcycle parking areas in residential lots. Parking in any blue hashed area is strictly
prohibited.

2.9.2. Allendale Campus: Motorcycles and mopeds must be parked in the yellow hashed area at the
end of parking rows in Faculty/Staff and student parking areas, unless otherwise signed.

2.9.3. Robert C. Pew Grand Rapids Campus: Motorcycles and mopeds must be parked in
designated motorcycle parking areas indicated by signage in the Eberhard Center loading dock, DeVos
Lot, Seward Parking Ramp, and Watson Lot. Parking in yellow hashed areas of the Seward Parking Ramp
is permitted. Residents may park in the yellow hash marks at the end of parking rows in the Secchia Lot

only. Parking in all other areas is restricted.

2.9.4. Health Campus: Motorcycles and mopeds must be parked in designated signed motorcycle

parking areas only.
2.9.5. Pay-to-Park: Payment is required for motorcycle parking in all Pay-to-Park areas.
2.10. Overnight Parking

2.10.1. Locations: Overnight parking (3:00 a.m. - 6:00 a.m.) is permitted in residential lots only.
Overnight parking is prohibited in Faculty/Staff, student commuter, specially signed areas, and
Pay-to-Park areas, unless otherwise noted.

2.10.2. Overnight Employees: Designated locations for GVSU employees whose duties require
overnight parking are determined by Parking Services. This information is shared with University
departments requiring this accommodation.

2.11. Trailers

2.11.1. Trailers: GVSU does not provide accommodations for parking of vehicles pulling trailers during
the regular academic year except for those attached to contractor and service vehicles operated by
individuals actively working on campus. Trailers must not be left unattended without the permission of
Parking Services.

2.12. Buses and Other Oversized Vehicles

2.12.1. Buses and Oversized Vehicles: Oversized vehicles are defined as vehicles larger than one
standard parking space. Refer to the Parking Services website for a list of parking areas currently
designated for this purpose. Parking of buses and other oversized vehicles is strictly prohibited in
Pay-to-Park areas. Parking rules applicable to buses and other oversized vehicles require compliance

year-round.



2.12.1.1. Allendale Campus: Buses bringing athletes and/or other groups to the Allendale
Campus are limited to 15 minutes for picking up and dropping off and must not obstruct the flow
of traffic. Picking up and dropping off is strictly prohibited in Pay-to-Park areas.

2.12.1.2. Grand Rapids Campuses: Buses and other oversized vehicles are prohibited on the
Grand Rapids Campuses.

2.13. Vehicles Prohibited

2.13.1. Vehicles Prohibited: The following vehicles are not permitted on campus unless permission is
obtained from the Associate Vice President for Facilities Services Grand Rapids and Regional Centers:

e Snowmobiles

e Off-road motorcycles

e All-terrain vehicles

e Recreational vehicles parked overnight

e Non-traditional vehicles (i.e. non-University affiliated golf carts, dune buggies, go-carts, etc.)

2.14. University’s Rights and Responsibilities

2.14.1. Restrictions: The University reserves the right to close, restrict parking and/or driving to, or
otherwise make unavailable any and all areas at any time to any vehicle on University owned or

controlled property.

2.14.2. Removal: The University also reserves the right to remove, at the owner’s expense, any
abandoned, unlawfully parked, or inoperable vehicle from University owned or controlled property.

Police are responsible for the removal of vehicles.

2.14.3. Loss or damage: The University assumes no responsibility for loss or damage to vehicles

driven or parked on campus, or for the contents thereof.
Section 3. Parking Violation Fines, Appeals, and Penalties
3.1. Parking Violation Fines
3.1.1. Payment Options:
3.1.1.1. Online: On the Parking Services website via credit card.

3.1.1.2. Payment Box: At the payment drop box found in front of the Service Building on the
Allendale Campus via check only.

3.1.1.3. Telephone: Over the phone at (616) 331-2209 via credit card.

3.1.1.4. In Person Cashier’s Windows: Over the counter at a Cashier’s Window on the
Allendale Campus or Robert C. Pew Grand Rapids Campus via check or credit card.

3.1.1.5. Mail: Through postal mail via check only.
3.1.2. Returned Checks: A fee will be imposed for any returned checks.

3.1.3. Cash Payments: Cash payments are no longer accepted.



3.1.4. Transfer of Fines :

3.1.4.1. Faculty/Staff and Student Fines: After ten days, fines will be transferred to the

respective GVSU account.
3.1.4.2. Non-GVSU Fines: Non-GVSU fines will be referred to collections after forty days.

3.1.4.3. Outstanding Fines: Outstanding fines may be sent to the appropriate District Court for

collection.

3.1.5. Excessive Parking Violations: The accumulation of six or more unpaid parking violations
issued to a single vehicle may be deemed excessive. Any vehicle accumulating excessive parking
violations may be considered a nuisance, and the vehicle is subject to impoundment or immobilization

by Police, and/or District Court action.
3.2. Appeals

3.2.1. Appeal Options: Appeals must be submitted within seven business days of the parking

violation issue date.
3.2.1.1. Online: On the Parking Services website.
3.2.1.2. In Person: In person appeals may be granted at the discretion of the judiciary.

3.2.1.3. Handwritten: Appeals may be handwritten and filed in person at a Parking Services
office by visitors and vendors of the University only, or by students and Faculty/Staff under

extenuating circumstances.
3.2.1.4. By Phone: Appeals submitted by phone will not be accepted.

3.2.2. Parking Judiciary Decision: The Parking Judiciary’s decision and any penalty imposed will be
sent to the e-mail or mailing address submitted with the appeal. The decision of the Parking Judiciary is

the final step within the University Parking Judiciary system.
3.3. Penalties

3.3.1. Parking Violations: All parking violations as specified in the Parking Ordinance constitute civil
infractions. Any person who is found to have committed a civil infraction under this ordinance may be
ordered to pay a civil fine and costs. The schedule of fines for parking violations is approved by the
University president and published on the Parking Services website. Violations of the Michigan Vehicle
Code shall be under the jurisdiction of the 58th and/or 61st District Court.

3.3.2. Misappropriated Permit Use: Unauthorized or improper use of any permit may result in
criminal charges and/or University sanctions. Potential violations will be immediately reported to the
Police. Fraudulently obtaining goods or services is a crime punishable by up to one year in jail and a fine
up to $2,000.

3.3.3. Revocation of Parking Privileges: GVSU reserves the right to restrict the parking of any

vehicle by any individual at any time on property owned or controlled by the University.

3.3.4. Impoundment and Immobilization: Vehicles parked on property owned or controlled by the



University in violation of these regulations or any local, state, or federal ordinances, laws or statutes
may be subject to impoundment or immobilization by the Police at the vehicle owner’s expense.
Impounded vehicles will be towed. The cost of impoundment will constitute a lien against the vehicle,
with the owner being liable for costs of towing and storage or release from immobilization devices.

3.3.5. Violations Subject to Impoundment: GVSU Police are responsible for impoundment of vehicles.
Violations subjecting a vehicle to immediate impoundment on property owned or controlled by the

University include:
1. Interfering with or impeding:
a. The flow of vehicular or pedestrian traffic
b. The use of facilities, buildings, loading docks, or dumpsters

c. The services of emergency personnel, the operation of emergency vehicles, or an

evacuation in the event of a possible emergency

2. Parking on any surface or in any area not designated for the legal operation or parking of a

vehicle

3. Parking in or blocking the use of an ADA reserved space or access aisle without displayed

authorization
4. Vehicles parked in violation of any section of the Parking Ordinance

3.3.6. Parking Violations — Contact Not Required: If a parking infraction is observed by Parking
Services staff and immediate contact is not possible or may jeopardize the safety of staff, a parking
violation may be issued to the registered owner of the vehicle without contact at the time of the

violation.

3.3.7. Owner Responsibility: Parking violations and fines will be issued to the holder of the University

parking permit displayed on the vehicle or to the registered owner of a non-permitted vehicle.

USE OF SECURITY CAMERAS

SLT 6.29

Date of Last Update:
September 05, 2023

Approved By:

e Senior Leadership Team

Responsible Office:
Public Safety

POLICY STATEMENT



Grand Valley State University seeks to promote campus safety and to provide its community with a
secure environment. Security video camera systems are a critical component to a comprehensive
emergency and security plan. A security camera is defined as video technology that records a specific
area in order to detect, deter, prevent, or investigate crime or other threats to public safety. The
University takes seriously its responsibility to protect personal privacy when it operates security camera
systems. No security camera will be installed on University owned or controlled property in any location
for which there is a reasonable expectation of privacy. These areas include but are not limited to
restrooms, locker rooms and occupied student residential rooms. This policy applies to stationary
security cameras owned or controlled by the University and not to portable or temporary camera
applications. All other stationary cameras that are not for official University use, portable or not, are
prohibited.

This policy serves to regulate the installation and appropriate uses of security cameras, including the
retention, viewing, release and destruction of recorded images, data or records produced by security

camera use.

The existence of this policy does not imply or guarantee that security video cameras will be monitored
in real time, continuously or otherwise, nor that any particular department is going to observe and

respond to a crime in progress.

Video recordings with information about a specific student are considered law enforcement records
unless the University uses the recording for disciplinary purposes or makes the recording part of the
educational record. The Department of Public Safety, working in conjunction with the Information
Technology Department has the authority to select, coordinate, operate, manage, and monitor all

security camera systems pursuant to this policy.

PROCEDURES

Individual colleges, departments, programs, or organizations wishing to install security camera
equipment for official University use on any of the University campuses are required to collaborate with
Facilities Planning, Department of Public Safety and Information Technology prior to any installation. All
equipment and installation must be approved and coordinated through the Department of Public Safety
in order to meet the minimum technical specifications identified by the Department of Public Safety and
Facilities Planning along with Information Technology for technical standards. All costs for purchase,
installation, and maintenance of security cameras will be the responsibility of the appropriate project
budget or the department/unit making the request. The University reserves the right to remove or

disable cameras not compliant with this policy.
Security Camera System Operator

Security Camera System Operators are trained staff members who have access and been assigned
responsibility by the Department of Public Safety. Prior to being permitted access to any security
cameras, these individuals will be trained by the Department of Public Safety in the technical, legal, and
ethical parameters of appropriate camera use. The Department of Public Safety will maintain an
up-to-date list of authorized Security Camera System Operators having access to the system and any



live or recorded images. Access to viewing, copying, duplicating and/or retransmission of live, recorded
video or still images will be limited to Security Camera System Operators.

Security Camera System Operators are responsible to appropriately protect the privacy of personal
information that may have been captured by cameras under their control.

Recordings

Images recorded by security camera systems are considered sensitive information that are to be
protected from unauthorized access for modifications, duplications or destruction. The stored images
generated by University security cameras are to be kept in a central location and secured in a network

location established by the Information Technology department.

Stored data may be released when it is related to any criminal investigation, civil suit, subpoena or court
order, arrest, or to aid in a disciplinary proceeding against a student or personnel actions against an
employee. Stored data needing to be retained as part of a civil or criminal investigation may be
downloaded and retained by law enforcement personnel according to their individual department
policies. Internal requests to release stored data are to be authorized by the Director of Public Safety or

designee(s).

All recordings will be re-recorded over every 30 days unless there is a demonstrated business need,
ongoing investigation, court order, or other bona fide use as approved by the Director of Public Safety or

designee.
Monitoring

University security cameras are not monitored continuously under normal operating conditions but may
be monitored for legitimate safety and security purposes that include, but are not limited to, the
following: High risk areas, restricted access areas/locations, in response to an alarm, special events, and
specific investigations authorized by the Director of Public Safety or designee(s).

Any person who tampers with or destroys video security equipment will be subject to criminal
prosecution and/or campus disciplinary processes.

DISORDERLY CONDUCT POLICY
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POLICY STATEMENT

The University has adopted this policy in furtherance of the University’s mission, for the protection of
individuals and the University and to mitigate improper interferences with University activities.

This policy applies to all buildings, grounds, and other spaces owned or controlled by the University.

1. Unlawful Individual Activities. No person shall engage in any activity, individually or in concert with
others, which causes or constitutes a disruption of University operations or activities, including
obstruction of teaching, research, administration, or other activities, either outdoors or inside a
classroom, office, or other place on which University operations or activities are conducted or held
(hereafter “Campus”), nor shall any person in any way intimidate, harass, threaten, or assault any
person engaged in lawful activities on the campus. This includes, but is not limited to, violations of
the Grounds and Facility Use Policy.

2. Conduct at Performances. No person shall disrupt or interfere with any authorized performance
before an audience on the Campus, including concerts, plays, lectures, scientific demonstrations,
athletic contests, and similar activities, by making of noise, blocking the view of others at the
performance with signs or other items, engaging in disruptive behavior, throwing or dropping
projectiles, entering upon the stage, playing field, or other performance area, or by any other
means.

3. Public Events. No person shall enter or attempt to enter into any concert, theatrical performance,
lecture, dance, athletic contest or other event contrary to the rules or qualification for eligibility for
entry as established by the sponsors, or without a ticket, where required.

4. Loitering. No person shall loiter in an area of Campus that is not open to the public without prior
authorization, or meddle with, tamper with, interfere with, move, damage or disconnect any

property not their own.

If anyone believes someone’s behavior violates this policy, they should contact the
Department of Public Safety immediately.

VIOLATION OF LOCAL, STATE OR FEDERAL LAW
SLT 6.32

Date of Last Update:
February 23, 2021

Approved By:
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POLICY STATEMENT


https://www.gvsu.edu/policies/policy.htm?policyId=E1947CE1-9E1D-591B-752BE6372FB3DA26&search=SLT+10.4

No person on University owned or controlled property shall engage in any conduct that is or could be
chargeable under any provision of local, state, or federal law.

WEB POLICIES FOR ACADEMIC AND ADMINISTRATIVE UNITS
SLT 7.5

Date of Last Update:
December 18, 2012

Approved By:

e Senior Leadership Team

Responsible Office:
Institutional Marketing

POLICY STATEMENT

All GVSU units are required to maintain their webpages on the university’s domain www.gvsu.edu and
use the university’s content management system unless authorized by Institutional Marketing. All GVSU
organizations, whether on the gvsu.edu domain or authorized to maintain their own servers and publish
pages under domains other than www.gvsu.edu/ are equally responsible for adhering to GVSU Web
standards.

The purpose of website design standards is to:

e Reinforce GVSU'’s identity

e Meet the needs of the constituencies Grand Valley serves

e Provide continuity in website appearance

e Protect and regulate the use of proprietary GVSU names, logo marks, word marks, and graphic
devices

e Keep content current

e Faithfully represent GVSU to the public

Web standards can be found at http://www.gvsu.edu/identity

FUNDRAISING POLICY
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Responsible Office:

University Development

POLICY STATEMENT

University Development helps Grand Valley State University fulfill its mission and realize its aspirations
in three ways: (1) securing, stewarding and increasing financial support; (2) building meaningful
partnerships with external and internal constituents; and (3) communicating the university’s character,

guality, priorities and goals.

Accordingly, University Development must strive at all times to ensure that its policies and procedures
and those of the university are in compliance with local, state and federal regulations in regard to the
solicitation and acceptance of gifts. Any deviation from the Internal Revenue Code could result in fines,
public embarrassment and/or the loss of the University’s tax-exempt status.

For these and many other reasons, all fundraising requests made in the name of the University must be
approved in advance by the Vice President for Development. In addition, only the Vice President for
Development or their designee is empowered to issue the University’s official receipt that qualifies a

donor’s charitable contribution as deductible for tax purposes.

Any fundraising activity that employs the name, image or reputation of the University, in an effort to
secure financial gifts will be considered fundraising in the name of the University and is subject to this
policy. In the area of “sponsored research”, University Development may work with the Office of
Sponsored Research to determine the most appropriate fit for the project.

Any potential fundraising activities on behalf of an University program or initiative must first be
approved by the appropriate dean and/or the divisional vice president before a request for assistance is
directed to University Development. In all decisions related to funding, the priorities of the University, as

approved by the Board of Trustees, shall guide the decision making process.

University Development will not share lists of donors or other constituents with individuals and
organizations not affiliated with approved university fundraising activities.

This policy shall apply to any and all members of the University community, as well as to any other
individuals or organizations who may represent themselves as members of the University community or
who claim to be acting on behalf of the University. This policy does not apply to members of the
University community when they are engaged in fundraising activities for other organizations and/or

when they have explicitly stated that their fundraising activities are unrelated to the university.

Today’s donors have more outlets for their philanthropic desires than ever before. As competition for
the philanthropic dollar has increased, donors now receive numerous appeals from multiple non-profit
organizations. Consequently they are likely to become annoyed by multiple requests from the same
organization. To ignore this is to risk reduced support, an outright refusal, or perhaps even permanent
discontinuation of support.

Grand Valley State University can be at the forefront of a donor’s choice if we are clear in our intent,



focused on the university’s highest priorities, and present exciting opportunities for support.
Coordination of university-wide fundraising activities is imperative.

Prohibited Activities

Members of the University community are prohibited from engaging in the following tactics and
activities for purposes of fundraising:

e Use of home addresses from the university telephone directory to compile calling or mailing lists.

e Use of the Grand Valley State University Alumni Directory to compile calling or mailing lists.

e Using one’s status as a Grand Valley State University employee or student to secure a gift
commitment unless specifically authorized to do so.

e Using “mass e-mails” on the campus intranet system to solicit gifts unless specifically authorized
to do so by University Development.

e Conducting lotteries or similar games of chance, which the State of Michigan defines as gambling.
Raffles may be conducted with prior approval from the Office of Student Life. For procedures and

protocols implementing this policy please contact the Development Office.

POLICY PROHIBITING TITLE IX SEXUAL HARASSMENT, SEXUAL
MISCONDUCT, AND DISCRIMINATORY HARASSMENT

SLT 9.1

Date of Last Update:
August 19, 2022

Approved By:

e Senior Leadership Team

Responsible Office:
Office for Title IX and Institutional Equity

POLICY STATEMENT
I. Policy Statement

Grand Valley State University (GVSU or “University”) strives to maintain a university community
characterized by respect for each other. This includes, but is not limited to, a commitment to providing
an educational environment, workplace, programs, and activities that are free from all forms of
harassment. Harassment includes sexual harassment prohibited by Title IX of the Education
Amendments Act of 1972 and implementing regulations (“Title IX Sexual Harassment”), Sexual
Misconduct, and Discriminatory Harassment (collectively “Harassment”), as defined below. The
University recognizes that Harassment may have serious effects on the well-being of all members of the
university community and therefore does not tolerate such behavior.

Upon receiving a report of an alleged violation of this Policy, the University will take prompt and


http://www.gvsu.edu/studentlife/
http://www.gvsu.edu/giving/

appropriate action in response, including a review of the allegations and, if appropriate, an investigation
and other appropriate action to put an end to the alleged misconduct. The University will take all steps
necessary to enforce its Non-Retaliation Policy (See V.5. of this Policy) to protect those who report
Harassment and/or are involved in an investigation of conduct prohibited by this Policy.

I1. Jurisdiction

This Policy applies to Harassment by or against any member of the University community including

faculty, staff, and students that occurs:

. In the context of any GVSU education program or activity;

. On campus or on property owned or controlled by GVSU;

. At GVSU-sponsored events;

. In buildings owned or controlled by GVSU'’s recognized student organizations; and/or
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. Off-campus where:

A. The effects of the Harassment effectively deprive someone of equal access to GVSU’s
educational programs or activities;

B. The Harassment has continuing effects on campus or in an off-campus GVSU-sponsored
program or activity; and/or

C. The alleged harasser poses an immediate threat to the physical health or safety of any

individual.

Nothing in this Policy prohibits GVSU’s right to address and take appropriate action with respect to
conduct that, while not prohibited by this Policy, is nevertheless inconsistent with GVSU'’s values,

including respect for others.
IIl. Freedom of Expression and Academic Freedom

Because freedom of expression and academic freedom are fundamental to GVSU’s academic mission
and must be protected even when the views expressed are unpopular or controversial, GVSU will take
both into account when determining whether Harassment has occurred and what type of remedy, if any,
is appropriate. This Policy is not intended to proscribe or inhibit any form of speech that is protected by
federal or state law, including the First Amendment, or any conduct which arises for legitimate academic

and pedagogical purposes, including intellectual inquiry, debate, and dialogue.

More information about freedom of expression at the University is available at

https://www.gvsu.edu/dso/expressive-activity-at-gvsu-32.htm and about Academic Freedom at BOT
4.2.2.

IV. Responsible Party

GVSU'’s Director and Title IX Coordinator (“Title IX Coordinator”), Office for Institutional Equity and Title
IX, is responsible for implementing and monitoring compliance with this Policy on behalf of GVSU. This
includes monitoring compliance with federal and state laws and regulations, ensuring appropriate
education and training, and administration of the reporting and response procedures concerning
suspected or alleged violations of this Policy. The Vice President for Inclusion and Equity maintains the

authority to designate an alternate responsible party.


https://www.gvsu.edu/dso/expressive-activity-at-gvsu-32.htm
https://www.gvsu.edu/policies/policy.htm?policyId=7FC71A4C-DE4A-236C-238E884679E411F1
https://www.gvsu.edu/policies/policy.htm?policyId=7FC71A4C-DE4A-236C-238E884679E411F1

Any questions regarding this Policy or conduct prohibited by it may be directed to the Title IX
Coordinator:

Kevin Carmody

4015 James H. Zumberge Hall
(616) 331-9530
carmodke@gvsu.edu

Some types of Harassment may be criminal in nature and may be reported to GVSU’s Police
Department, at (616) 331-3255. In the case of an emergency, the matter should be reported to 911.

V. Definitions

1. Complainant

Any person who is alleged to be the victim of conduct that constitutes Harassment under this
Policy.

2. Consent

Permission that is clear, knowing, voluntary, and expressed prior to engaging in and during a
sexual act. Consent is active, not passive. Silence, or lack of resistance, in and of itself, cannot be
interpreted as consent. Consent can be given by words or actions, as long as those words or

actions create mutually understandable clear permission regarding willingness to engage in sexual
activity.

A. Consent to any one form of sexual activity cannot automatically imply consent to any
other forms of sexual activity.

B. Consent may be withdrawn at any time as long as the withdrawal is reasonably and clearly
communicated by word or action. If consent is withdrawn, that sexual activity should stop.

C. Previous relationships or prior consent cannot imply consent to future sexual acts.

D. Consent cannot be given by an individual who one knows to be — or based on the
circumstances should reasonably have known to be — incapacitated.

i. A person is incapacitated when they cannot make rational, reasonable decisions
because they lack the capacity to give knowing consent (e.g., to understand the “who,

what, when, where, why, or how” of their sexual interaction).

ii. Incapacitation may result from the consumption of alcohol or other drugs, sleep or
unconsciousness, a physical or mental health condition, or involuntary physical restraint.

E. Individuals may experience the same interaction in different ways. Therefore, it is the
responsibility of each party to determine that the other has consented before engaging in the
activity.

F. An individual cannot consent who has been coerced, including being compelled by force,



threat of force, or deception; who is unaware that the act is being committed; or who is
coerced by a Supervisory or disciplinary authority.

G. Consent may not be given by a person who has not reached the legal age of consent
under applicable law.

H. Being impaired by alcohol or drugs will never function as a defense for any behavior that
violates this Policy.

3. Discriminatory Harassment

Discriminatory Harassment may include unwelcome conduct based on an individual’s or group’s,
race, color, national origin, age, disability, familial status, height, weight, marital status, political
affiliation, veteran status, military status, genetic information, or any other legally protected
characteristic that interferes with performance, limits participation in University activities, or
creates an intimidating, hostile, or objectively offensive environment when viewed from the
perspective of both the individual and a reasonable person in the same situation.

A. Discriminatory harassment includes, but is not limited to, the following types of conduct
when such conduct is based an individual’s or group’s protected characteristic:

i. Verbal abuse, slurs, derogatory comments or insults about, directed at or made in the
presence of an individual or group.

ii. Display or circulation of documents or pictures that are objectively offensive or
degrading.

iii. Physical contact or threatening language or behavior.
iv. Damage to, trespass on, or theft of property.

4. Respondent

An individual who is alleged to have violated this Policy.

5. Retaliation

Any adverse action taken against a person because of their participation in a protected activity.
That includes, without limitation, intimidating, threatening, coercing, or discriminating against any
individual for the purpose of interference because that person has made a report or complaint,
testified, assisted, or participated or refused to participate in an investigation, proceeding, or
hearing under this policy.

6. Sexual Misconduct

Sexual Misconduct is unwelcome conduct based on sex, sexual orientation, gender identity, and/or
pregnancy that does not fall within the purview of Title IX Sexual Harassment because it does not
meet the definition of Title IX Sexual Harassment and/or because the reported behavior falls
outside the jurisdiction under Title IX.

Examples of Sexual Misconduct include, but are not limited to, the following:

A. Unwelcome conduct based on sex, sexual orientation, gender identity, and/or pregnancy

based on the circumstances and evaluated subjectively and objectively, that is determined by



a reasonable person to be so severe, or pervasive that it effectively denies or limits a person
equal access to participate in or benefit from the University’s education program or activity.

B. Conduct that meets the definition of Title IX Sexual Harassment but occurs off campus.

C. Conduct that meets the definition of Title IX Sexual Harassment but occurs in a GVSU
educational program or activity outside the United States such as in a GVSU study abroad

program.

7. Title IX Sexual Harassment
Title IX Sexual Harassment is unwelcome conduct on the basis of sex, sexual orientation, gender

identity and/or pregnancy that satisfies one or more of the following:

A. Quid Pro Quo Harassment: An employee or agent of GVSU conditioning the provision of an

aid, benefit, or service on an individual’'s participation in unwelcome sexual conduct.

B. Unwelcome conduct determined by a reasonable person to be so severe, pervasive, and
objectively offensive that it effectively denies a person equal access to the University’s

education program or activity.

C. Sexual assault: Any forcible or non-forcible sex act proscribed by law. “Forcible sexual
assault” includes sexual intercourse and fondling without consent. “Non-forcible sexual
assault” includes incest and statutory rape.

i. “Sexual intercourse” includes oral, anal, and vaginal intercourse or penetration, to any

degree, with any part of the body or other object.

ii. “Fondling” is defined as touching of the genitals, buttocks, and/or breasts of another

person for the purpose of sexual gratification, without consent.

iii.“Incest” is defined as sexual intercourse between persons who are related to each
other within the degrees wherein marriage is prohibited by law.

iv. “Statutory rape” is nonforcible sexual intercourse with a person who is under the
statutory age of consent according to Michigan law.

D. Dating violence: Physical violence or the threat of physical violence committed by a person
who is or has been in a social relationship of a romantic or intimate nature with an individual,
and the existence of such a relationship shall be determined based on factors such as the

length and type of relationship, and frequency of interaction between the persons involved.

E. Domestic violence: Physical violence or the threat of physical violence committed by a
current or former spouse or intimate partner of an individual, by a person with whom the
individual shares a child in common, by a person who is cohabitating with or has cohabitated
with the individual as a spouse or intimate party, by a person similarly situated to a spouse of
the individual under applicable domestic or family violence laws.

F. Stalking: Knowingly or intentionally engaging in a course of conduct involving repeated or
continuing harassment of another person that would cause a reasonable person to fear for

their safety or the safety of others or suffer substantial emotional distress.



G. Only conduct that meets the definition of Title IX Sexual Harassment, that occurs in a
University education program or activity, and that occurs against a person in the United
States constitutes Title IX Sexual Harassment. An “education program or activity” includes
locations, events, or circumstances over which the University exercised substantial control
over both the Respondent and the context in which the alleged sexual harassment occurs,
including on campus or on property owned or controlled by the University, at
University-sponsored events, or in buildings owned or controlled by a student organization

that is officially recognized by the University.

VI. Reporting and Response Procedures

Any person may report Sexual Harassment/Sexual Misconduct to the Title IX Coordinator. Reports
may be made in person, by regular mail, telephone, electronic mail, or by any other means that
results in the Title IX Coordinator receiving the person’s verbal or written report. In-person reports
must be made during normal business hours, but reports can be made by regular mail, telephone,

or electronic mail at any time, including outside normal business hours.

Individuals who have experienced Sexual Harassment/Sexual Misconduct have the option to report
the matter to law enforcement, to the University, to both, or to neither, as the individual may
choose. Individuals who do not wish to report or file a Formal Complaint and pursue an
investigation under these procedures may contact confidential counseling or medical resources.

. Employees

A. In the interest of ensuring that anyone experiencing potential Sexual Harassment are provided
with support, resources, and options, unless identified as a confidential resource, all university
employees are obligated to promptly report to the Title IX Coordinator or Deputy Coordinator
incidents of sexual harassment, sexual violence, sexual misconduct, stalking, and relationship
violence that:

i. Are observed or learned about in their professional capacity
ii. Involve a member of the university community or
iii. Occurred at a university-sponsored event or on university property

B. Employees are only required to report Sexual Harassment/Sexual Misconduct of which

they become aware in their capacity as a university employee, not in a personal capacity.

C. While student employees and third-party contractors are not included in this list,
Graduate Assistants and Resident Assistants are obligated to report.

2. Confidential Resources

A. Certain University employees and volunteers provide important counseling, health, advocacy,
and other support services to members of the University community. These employees must be
able to assist individuals in receiving medical care, counseling, and support services without the
requirement to report conduct to the University.



Therefore, employees and volunteers who work in the programs and roles designated below are
exempt from this Reporting Protocol with regard to incidents disclosed to them during provision of

services.

Exempt Programs and Roles

» University Counseling Center

* GVSU Campus Health Center

* GVSU Family Health Center

* Gayle R. Davis Center for Women and Gender Equity
e Employee Ombuds

e Student Ombuds

B. Employees and volunteers in exempt service programs and roles are not otherwise exempt from
reporting incidents they witness or learn of in the workplace. For example, if an employee of an
exempt service program witnesses sexual harassment or assault of a co-worker by another
University employee or in the context of a University program or activity, the employee must

report the incident.

C. Reporting Options and Resources: Exempt service programs are required to provide individuals
with information regarding reporting options and available resources whenever possible, including
(i) the right to file a complaint with Title IX and Institutional Equity and/or law enforcement; (ii) the
University’'s prohibition of retaliation; and (iii) supportive resources, including counseling, medical,
and academic.

D. Victim/Survivors of sexual offenses, including sexual assault, stalking, and dating/domestic
violence, may also seek help from off-campus organizations that have trained professionals able to
provide assistance to victims of sexual violence. These organizations are not associated with the
University and therefore disclosure will not trigger a University response. Victim/Survivors may
contact the following organizations for assistance:

e YWCA of West Central Michigan: 616-454-9922

e Resilience: Advocates for Ending Violence: 1-800-848-5991
e Safe Haven Ministries (Christian-affiliated): 616-452-1168
e Michigan Sexual Assault Help Line: 1-855-VOICES4

3. Third-Party & Anonymous Reporting

Any individual may make a report of an act of Sexual Harassment. The report may be made
without disclosing the identities of the parties involved. However, the University’s ability to
respond to the third-party report of Sexual Harassment may be limited by the amount of
information provided.

4.Procedures

GVSU’s Procedures for Reporting and Resolving Allegations of Title IX Sexual Harassment, Sexual
Misconduct and Discriminatory Harassment describe the necessary steps for resolving concerns of
violations of this Policy. Anyone wishing to report a violation of this Policy should refer to those



Procedures.

CONSENSUAL RELATIONSHIP POLICY
SLT 9.2

Date of Last Update:
November 19, 2012

Approved By:

e Senior Leadership Team

Responsible Office:

Inclusion and Equity/Office of Affirmative Action

POLICY STATEMENT

Possessing and mastering a range of thoughtful perspectives is necessary for open inquiry, a liberal
education, and a healthy community. Recognizing this, the University seeks to include, engage, and
support a diverse group of students, faculty, and staff. The institution values a multiplicity of opinions
and backgrounds, and is dedicated to incorporating multiple voices and experiences into every aspect of
its operations. We are committed to building institutional capacity and strengthening our liberal
education through providing an inclusive environment for all of our University constituents.

Article |I. Purpose

The University’'s goals are to maintain a positive work environment and a climate conducive to learning
for students. The unequal institutional power inherent in academic and work relationships may heighten
the vulnerability of those in subordinate positions. Accordingly, individuals holding positions of authority
at the University must be aware of and sensitive to the potential conflict of interest, ethical concerns,
and issues of sexual harassment that may occur in consensual relationships. Specifically, the parties to
a consensual relationship must be aware that such relationships can create in co-workers and students
perceived and real conflicts of interest. These relationships also create an environment of fear of unfair
treatment in terms of promotions, grades, professional and/or educational opportunities, etc. This Policy
outlines expectations for institutional and individual conduct that apply to all University faculty and staff

members and students.

Article Il. Consensual Relationships

Consensual romantic and sexual relationships between faculty and their students or between
supervisors and their subordinates are inappropriate. Individuals should be aware that these
relationships may create a perception of favoritism while the relationships continue. These relationships
may be less consensual than perceived by the individual whose position confers power. The relationship
also may be viewed in different ways by each of the parties, particularly in retrospect. Furthermore,

circumstances may change and the conduct that was previously welcome may become unwelcome. If a



sexual harassment complaint is subsequently filed, the argument that the relationship was consensual
will be evaluated in light of the power differential in determining whether the University’s
Anti-Harassment Policy has been violated. Under these circumstances, it will be extremely difficult to

use mutual consent as a defense.

Consensual Romantic or Sexual Relationships between Faculty/Staff and Students. A faculty
or staff member who has educational, supervisory, evaluation, advising, coaching, or counseling
responsibilities for students shall not assume or maintain those responsibilities for a student with whom
the faculty or staff member has engaged in romantic or sexual relations, even if such relations were
consensual. Whether such romantic or sexual relationships predate the assumption of educational,
supervisory, evaluation, advising, coaching, or counseling responsibility for the student, or arise out of
the educational relationship, the faculty or staff member shall immediately disclose the romantic or
sexual relationship to his or her Unit Head or supervisor, who shall promptly arrange alternate oversight

of the student.

Consensual Romantic or Sexual Relationships between Supervisors and Subordinates. If a
romantic or sexual relationship exists or develops between a supervisor, manager, or administrator and
an employee for whom they have professional responsibility, the individuals involved in the relationship
must promptly consult the next highest level of supervision (e.g., a supervisor, department head, Vice
President, Dean) to determine whether arrangements can be made to eliminate all conflicts of interest.
If such arrangements can be made that do not disadvantage the subordinate and are acceptable to the
supervisor, manager, or administrator, they must be documented, and ensure that the supervisor does
not hire, supervise, advise, evaluate, or otherwise directly influence the subordinate’s employment.
Relationships between supervisors, managers, or administrators and their subordinates are prohibited
when the working relationship is such that it is not possible to eliminate the conflicts of interest.
Students employed by the University who supervise other student employees are covered by this

section.

Consensual romantic or sexual relationships between students. Complaints concerning

relationships between students are governed by the GVSU Student Code.

Article Ill. Disciplinary Actions

Disciplinary action will be taken against faculty or staff members who violate this Policy, either by
entering into or engaging in a sexual relationship with a student or subordinate for whom they have
educational, supervisory, evaluation, advisory, coaching, or counseling responsibilities or by failing to
report such relationship or failing to cooperate in making alternative arrangements.

Article IV. Confidentiality

Confidentiality of the disclosure of consensual romantic or sexual relationships will be observed to the
extent permitted by law and that is consistent with protecting the welfare of faculty, staff, and students
and the interests of the University.

WEB ACCESSIBILITY POLICY



SLT 9.7

Date of Last Update:
November 12, 2018

Approved By:

e Senior Leadership Team

Responsible Office:
Equity, Planning, and Compliance Unit

POLICY STATEMENT

Grand Valley State University is committed to the fundamental academic principles of equity and
accessibility by providing all students and staff with equitable access to the University's programs,
services, events and staff development activities. The aim of this policy is to support an inclusive
academic environment by incorporating design concepts that reduce or remove barriers to our websites

or to provide equally effective alternative access.

This policy establishes minimum standards for the accessibility of web-based information and services
considered necessary to meet the University's goals and ensure compliance with applicable law. The
University has assigned web accessibility responsibilities to its Americans with Disabilities Act

Coordinator and Web Manager, or their designees.

This policy applies to all official web pages and associated web-based services developed by or for a
college, school, department, program, or unit of the University.

The University will ensure that new online content and functionality developed, procured, or used will be
fully accessible to individuals with disabilities. This action will include any staff training that may be

necessary to ensure full implementation.

All new web pages published by any University college, school, department, program, or unit on or after

the effective date of this policy must conform to WCAG 2.0 Level AA Technologies Accessibility
Standards and this policy.

For existing online content, the University has: developed a strategy for identifying inaccessible content
and functionality for individuals with disabilities; developed a notice to person with disabilities regarding
how to request that the University provide access to online information or functionality; prominently

posted this notice on its home page and throughout its website; and developed a process to ensure that,

upon request, inaccessible content and functionality will be made accessible in an expedient manner.

Each website must contain a link to report accessibility issues, or to request an accessible version,
should users have trouble accessing content within the site. This would usually be the site administrator
or content author.

PROCEDURES


https://www.w3.org/WAI/WCAG20/quickref/?currentsidebar=%23col_customize&levels=a%2Caaa
https://www.w3.org/WAI/WCAG20/quickref/?currentsidebar=%23col_customize&levels=a%2Caaa

Training

Accessibility training will be provided and required of all faculty, staff and other authorized
representatives prior to being given access to manage any online content through the Content
Management System (CMS) or through remote access to a web server (FTP, SFTP, SSH, etc.).

This training will help content administrators produce accessible content, and assess and correct
content that may be inaccessible. All content administrators will be required to attend Accessibility
Training on an annual basis as long as they manage online content.

Enforcement

If necessary, at the discretion of the Web Accessibility Coordinators or their designees, some or all
non-compliant portions of the web pages and resources may be taken offline, or brought into
compliance by designated staff or contractors.

Purchasing of Outside Content

All web-based content and systems, whether developed internally or obtained from third-parties that the
University chooses to make available, is expected to conform to accessibility standards set forth in this
policy. Accessibility of these technologies should be verified by University staff with demonstrated
ability in accessibility evaluation. This verification process should be accomplished through hands-on
evaluation of the product, prior to purchase.

When evaluating third-party products, it is advisable to choose the most accessible product in the
space. However, not always will there be accessible choices, or the most accessible choice may not
align with other dominant selection criteria. In cases where a product with limited accessibility has been
purchased, interim, equivalent accommodations documented in an approved ADA exception should be

in place until the service can be made accessible.
Contact Information

Any concerns with the accessibility of online content should be directed to the Americans with
Disabilities Act Coordinator, 4035 James H. Zumberge Hall, 616-331-3296 and/or Web Manager, 2090
James H. Zumberge Hall, 616-331-2525 or their designees who serve as the University’'s Web
Accessibility Coordinators. You may also utilize the Section 504 and Title Il grievance procedures found

at http://www.gvsu.edu/accessibility.

PHASED RETIREMENTS
SLT 9.9

Date of Last Update:
May 06, 2022

Approved By:

e Senior Leadership Team
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Responsible Office:

Human Resources

POLICY
Discussion

A phased retirement is when an employee reduces their workload and compensation during their final
years of GVSU employment. An example would be a full-time employee shifts to half-time at half of the
previous compensation for a year before retiring. The employee does not enter retired status until the

end of the phased retirement.
Limitations

Phased retirements are at the sole discretion of the executive offer. There is no entitlement or

expectation for the individual.
Phased retirements are not available for bargaining unit employees.
Phased retirements are limited to 2 years.

EO’s must sign off on a comprehensive plan detailing how the work will be distributed (current state vs.
future state), and how the cost will be absorbed. This plan will be provided to HR and budget office.

There can be no full-time FTE growth attributable to the phased retirement.

No additional funding will be provided to support the phased retirement, all adjustments must come
from base resources through prioritization and reallocation. Salary savings from the reduced workload
of the employee on the phased retirement may be reallocated to hire temporary, adjunct or other
non-benefit employees if needed. Visiting professors (with benefits) may be hired for the term of the
phased retirement provided total compensation (including benefits) is covered by the salary savings of
the person on phased retirement.

Divisional reserves cannot be used to support phased retirement workload distribution plans.
Exceptions may be considered for critical AP staff where a new hire is required to work full-time during a
limited transition period while the retiring staff member overlaps to pass off organizational knowledge
and key duties. The maximum phased retirement time period for critical AP positions and use of

reserves in this instance shall not exceed six months.
Phased retirements and sabbaticals cannot happen simultaneously.

Phased retirements cannot start until after one year after a sabbatical has ended.

CONFLICT OF INTEREST POLICY
SLT 10.1

Date of Last Update:



February 14, 2022
Approved By:
e Senior Leadership Team

Responsible Office:
Office of General Counsel

POLICY STATEMENT

In the pursuit of its mission, Grand Valley State University through its Board of Trustees, Senior
Leadership Team, faculty, staff and other representatives operates with the highest level of ethical
behavior including, but not limited to, acting with integrity, reasonableness and fairness in our dealings,
and avoiding bias or undue influence. Consistent with these values, the Board of Trustees has adopted
institutional policies for identifying and managing potential, actual and perceived conflict of interest
situations, including Grand Valley State University Board of Trustees’ Policy BOT 4.1.6: Conflict of
Interest and Grand Valley State University Board of Trustees’ Policy BOT 7.9: Economic Development.

PROCEDURES

In addition to the policy obligations described above, the University requires compliance with
procedures to avoid or address conflicts of interest as provided by the offices below in the Procedures

for Conflicts of Interest table.

TABLES

Procedures for Conflicts of Interest

Responsible

Topic Policy/Procedures Office

Procurement of Goods and Services Procurement Business &
Services - Faculty Finance Office
& Staff

Conflicts of Interest and Commitment in Research and C-01: Procedures Office of

Sponsored Activities for Reporting Research
Conflicts of Interest Compliance
and Commitment and Integrity
in Research and
Sponsored

Activities


file:/policies/policy.htm?policyId=82842734-027D-2C9D-96D3AF6B20A7804D#coiProcedures
file:/policies/policy.htm?policyId=82842734-027D-2C9D-96D3AF6B20A7804D#coiProcedures
http://www.gvsu.edu/purchasing/
http://www.gvsu.edu/purchasing/
http://www.gvsu.edu/purchasing/
https://www.gvsu.edu/rci/conflict-of-interest-3.htm
https://www.gvsu.edu/rci/conflict-of-interest-3.htm
https://www.gvsu.edu/rci/conflict-of-interest-3.htm
https://www.gvsu.edu/rci/conflict-of-interest-3.htm
https://www.gvsu.edu/rci/conflict-of-interest-3.htm
https://www.gvsu.edu/rci/conflict-of-interest-3.htm
https://www.gvsu.edu/rci/conflict-of-interest-3.htm

Human Subjects Research IRB Policy 140: IRB Institutional
Member Conflict of Review Board
Interest

IRB Policy 320:
Researcher Conflict

of Interest

IRB Policy 321:
Researcher Conflict

of Interest When_

Enrolling GVSU
Students and_

Employees

Institutional Animal Care and Use IACUC Policy 2.30: Institutional
IACUC Member Animal Care
Conflict of IACUC and Use

Policy 3.30: IACUC Committee
Protocol Personnel

Conflict of Interest

FREEDOM OF INFORMATION ACT POLICY
SLT 10.3

Date of Last Update:
June 03, 2019

Approved By:

e Senior Leadership Team

Responsible Office:
Office of General Counsel

POLICY STATEMENT

Section 1 of the Michigan Freedom of Information Act (“FOIA” or “the statute”) provides, "It is the public
policy of this state that all persons, except those persons incarcerated in state or local correctional
facilities, are entitled to full and complete information regarding the affairs of government and the
official acts of those who represent them as public officials and public employees, consistent with this
act. The people shall be informed so that they may fully participate in the democratic process.”(1) To
that end, all people, excluding prisoners, are allowed to file FOIA requests with a Grand Valley State
University (the “University”). A requester must simply file a request in writing with the University’s FOIA
Coordinator, and the University will begin processing his or her request.(2) Each request must include
the requesting person’s complete name, address (in compliance with United States Postal Service

addressing standards), and either a telephone number or email address.
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The University, in its initial response, will do one of the following within the timeframe permitted by the
statute: grant the request, partially grant the request, deny the request, inform the requester that
additional time is needed, require a fee deposit prior to further processing, or inform the requester that
the requested record has not been sufficiently described.

If a request is denied or partially denied, the University will explain why the documents have not been
released and inform the requester of his or her challenge and appeal options.

A fee deposit will be required when processing a request that will require significant University
employee time and resources. The University will notify the requester of the estimated cost and provide
a non-binding, best efforts estimate of the time it will take to complete the processing of the request. It
is possible that after further processing of the request, the University will determine that the cost of
processing the request is significantly less or greater than the estimated cost. If that is the case, the
University will notify the requester to allow the requester to determine whether and how they want to
proceed with the request.

After the University receives a required deposit, it will make every effort to provide the requested
documents within the time estimate provided. Requesters must understand, however, that at any given
time, the University is processing multiple requests and cannot devote all of its time to one particular
request.

A requester who feels wrongly denied of responsive documents may appeal to the Head of the Public
Body, which for the purposes of these Procedures and Guidelines is the General Counsel, or file a civil
action. If a requester believes that the University has required a fee that exceeds the amount permitted
under the Procedures and Guidelines, they may file a civil action. Requesters are also always free to
contact the FOIA Coordinator at 616-331-2067 or foia@gvsu.edu with any questions about the
processing of their requests. Detailed Procedures and Guidelines follow.

PROCEDURES
1. How to submit a FOIA request to the University

a. A FOIA request must be submitted in writing to the FOIA Coordinator in the Office of General
Counsel. The request may be transmitted in hard copy, by email, or by facsimile.

b. The University’s FOIA Coordinator address 4068 James H. Zumberge Hall, Grand Valley State
University, Allendale, Ml 49401. The email address is foia@gvsu.edu. The fax number is (616)
331-3950.

c. A request should describe the record(s) sought sufficiently to enable the University to find the
record(s) and should provide the requester’s contact information.

d. Requests should state that they are submitted pursuant to the Michigan Freedom of Information
Act.

e. Requests received electronically are deemed received the next business day. A business day is
defined as Monday through Friday, exclusive of holidays and institutional closure days.



f. If a request is delivered to the FOIA Coordinator’s junk mail folder, the request will be deemed
received one business day after the FOIA Coordinator becomes aware of the request. The FOIA
Coordinator will check the junk mail folder at least once per week.

2. Responses to FOIA requests to the University

a. The University will respond to a FOIA request within five (5) business days of the FOIA
Coordinator receiving the request.

b. A response will consist of one or more of the following:
i. A granting of the request

ii. A partial granting of the request, and a partial denial because some or a portion of the
records do not exist, are not in the possession of the University, and/or are exempt from

disclosure

iii. A complete denial of the request because all of the records do not exist, are not in the

possession of the University, and/or are exempt from disclosure
iv. A notice that more time is needed to process the request

1. If more time is needed, the University will send out a follow up response within 10
business days of the initial response.

v. A notice that a fee deposit is required prior to further processing

1. If a fee deposit is required, the University will include in its response a non-binding,
best efforts estimate regarding the time it will take to provide the records to the
requester.

vi. A notice that the record(s) sought has (have) not been sufficiently described to enable the
University to locate the record(s).

c. The response will state the FOIA exemptions under which any information and/or documents are
withheld, if applicable.

d. If any part of a request for records is denied for any reason, the response will set forth the

procedures for appealing the denial.
3. Deposit Requirements

a. A fee deposit will be required when the processing of a request will result in fees equal to or
greater than $50.00.

b. The required deposit will equal up to 50% of the estimated cost of fulfilling the request as
calculated at the time of the initial response.

c. If the University requires a deposit, it will not process the FOIA request further until the deposit
is paid.

d. If a deposit is not received by the FOIA Coordinator within 45 days of the initial notice, the



request will be considered withdrawn. Notice of a deposit requirement is considered received three

days after it is sent, regardless of the means of transmission.

e. If, after receipt of the deposit and further processing of the request, the University learns that
the processing costs will be significantly different from the estimated costs, the University will so
notify the requester. Where the actual effort to search for, review and separate exempt material
significantly exceeds the original estimate, the University will notify the requester. The requester
may choose to receive a revised fee deposit notice, or limit his/her original request to those

records, which may be processed within the time stated in the original fee estimate.

f. A person who makes a FOIA request for which a deposit is required may withdraw that FOIA
request without charge instead of paying the required deposit. Failure to pay the deposit will be
deemed a withdrawal of the FOIA request.

g. The University will treat multiple concurrent FOIA requests on the same topic(s) and/or
regarding the same record keeper(s) and from the same person as one FOIA request for purposes

of determining whether the fee is below $50.00.

h. Where a requester who has not paid the final fee for the processing of an earlier request files a
new FOIA request, the University may require a deposit of all (100%) of the estimated fees for

processing the subsequent request prior to processing the subsequent request.
4. Calculation and Payment of Fees
a. Fees are calculated by adding together the following costs:
i. The labor costs for searching for, locating, and examining responsive records

ii. The labor costs for review, separation, and deletion of exempt information from

non-exempt information
iii. The cost of non-paper physical media, if used

iv. The cost per copy of paper copies, not to exceed $.05/page for standard 8 ¥2 x 11 inch
paper v. The labor costs directly associated with duplication or publication, which may include

copying to non-paper media
vi. The cost of mailing

b. Final fees for responding to a FOIA request will be billed when the University responds to the
FOIA request. A detailed FOIA fee itemization form will be provided by the University with the
response. The amount invoiced must be paid within ninety (90) days. The University reserves the
right to require payment in full of all fees incurred in processing a FOIA request before delivering

the final, responsive documents.

c. The University’s decision to deny access to public records sought by a FOIA request because
those records are, in whole or in part, exempt from disclosure does not excuse the person who
files that FOIA request from payment of fees for the work undertaken by the University in response

to that request.



d. The University may waive or reduce the fees it is authorized to charge if it determines that a
waiver or reduction of the fee is in the public interest because responding to the FOIA request can

be considered as primarily benefiting the general public.

e. Fee reductions or waivers are required in certain instances involving proven indigence or
non-profit organizations. The University will apply these reductions or waivers in accordance with

the statute.
5. Procedures for Challenge and Appeal
a. If the University denies a request in whole or in part, the requester may:

i. Submit an appeal to the Head of the Public Body, which for the purpose of these
Procedures and Guidelines is the Vice President and General Counsel, in writing, via the FOIA
Coordinator, using the contact information listed in Item 1, above. The appeal must
specifically use the word “appeal” and identify the reason(s) the requester seeks reversal of
the denial. The Head of the Public Body must respond to the appeal within ten (10) business

days by doing one of the following:
1. Reversing the FOIA Coordinator’s decision
2. Upholding the FOIA Coordinator’s decision
3. Reversing in part and upholding in part the FOIA Coordinator’s decision
4. Issuing a notice of extension for not more than ten (10) additional business days.

ii. Commence a civil action in the Court of Claims within one hundred eighty (180) days after

the University’s final determination to deny a request.

b. If a requester believes that the University has required payment of a fee that exceeds the
amount permitted under these Procedures and Guidelines, they may commence an action in the
Court of Claims for a fee reduction within forty five (45) days after receiving the notice of the

required fee.

c. If a requester has questions regarding any FOIA response, including estimated fees or actual
fees assessed, the requester should not hesitate to contact the FOIA Coordinator by email
foia@qgvsu.edu or telephone 616-331-2067.

FOOTNOTES
(1) M.C.L.A. 15.231.

(2) Verbal requests for information are not FOIA requests for purposes of these Procedures and
Guidelines. If a verbal request for information is received by a University employee who knows that the
information is available on the University’'s website, the employee, where practicable, will inform the

requester about the University’'s website address

(3) The University has determined, consistent with FOIA, that failure to charge fees in situations where

the fees would be equal to or greater than $50.00 would result in unreasonably high costs to the
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University.

(4) A copy of the standard form that the University uses for fee itemization, with additional explanatory
information, is attached to these Procedures and Guidelines.

(5) Labor costs will be estimated and charged in increments of 15 minutes or more, with all partial time
increments rounded down. The labor is charged at the hourly rate of the lowest paid University
employee capable of doing the work, plus fringe benefits, if applicable. If it is not possible for the work
to be done by a University employee, the University will contract the work out and charge per the

provisions of the statute.
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POLICY STATEMENT

Pursuant to Article VIII of the Michigan Constitution of 1963, Grand Valley State University (“the
University”) has the responsibility to serve as a public institution of higher education. To carry out this
constitutional mandate, the University owns and/or controls property and facilities. The University has
established the following policy to ensure the University’s educational mission is actualized, while

allowing certain Commercial Activities on University property.

The University reserves the right to deny proposed Commercial Activities that compete with the
University or its operations. This policy does not apply to the use of student housing facilities by
residents, which is subject to the terms and conditions of the housing agreement. The use of University
property for government functions is not subject to this policy.

Definitions
For the purposes of this policy, the term “Commercial Activities” includes:

1. The lawful selling, promotion, or offering of products, goods, or services;

2. The dissemination or collection of information for the purpose of facilitating the sale of goods or
services;

3. Any activity that attempts to raise funds, whether through the sale of goods and services or via

donations for any entity; or,



4. The distribution or offering of free gifts, incentives, or promotions.

PROCEDURES
1. University Departments

University departments and its service providers whose function includes the sale of food or
merchandise or the use of outside vendors and/or advertisers are exempt from this policy. This includes,
but is not limited to, all campus dining facilities, the Laker Store, University Athletics, and University

Development.
2. Registered Student Organizations

Registered Student Organizations (RSOs) may engage in Commercial Activities on University grounds
subject to the provisions in the Grounds and Facility Use Policy and the conditions below.

1. When an RSO is using University property for Commercial Activities, 100% of the proceeds must
either return to the RSO or be donated to a specified charitable organization.

2. RSOs may not sponsor or partner with outside solicitors as part of a Commercial Activity.

3. RSOs must have at least one of their organization’s members present at all times during the
Commercial Activity period, and all sales must be made on a person-to-person basis.

4. Any literature distribution must include the name of the RSO responsible for the publication.
3. Students, Employees, and Non-University Solicitors

Students, employees, and those not affiliated with the University may engage in Commercial Activities
only when renting indoor University facilities for an event, subject to the terms and conditions of their
rental agreement, or when reserving outdoor space limited to the Cook Carillon Tower plaza. Outdoor
reservations must be submitted to the Event Services Office at least five business days prior to the
intended solicitation period. Due to high demand for space use, reservations must be canceled at least
72 hours prior to the scheduled event to receive a full refund or have previous payment applied to a

new date. Reservations are subject to the provisions in the Grounds and Facility Use Policy.

1. When using a designated outdoor space for Commercial Activities, students, employees, and
non-University solicitors are required to pay $250 per calendar day to the University.

2. There shall be no more than three separate Commercial Activities using outdoor locations at any
one time.

3. Each individual or organization is entitled to use outdoor University property as provided in this

policy for a maximum of five days per semester for purposes of Commercial Activities.
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POLICY STATEMENT

Political activity of faculty and staff members at Grand Valley State University as addressed in the
Grand Valley State University Board of Trustees' Policies BOT 4.1.6.3, in pertinent part, states: “The
University affirms the rights of its faculty and staff members as citizens to be active in political affairs

which do not conflict with the professional standards and ethics in employment.”

Further, the Board of Trustees address the subject of Academic Freedom of faculty in the Grand Valley
State University Board of Trustees' Policies BOT 4.2.2 specifically sections 2 & 3:

2. Faculty members are entitled to freedom in the classroom in discussing their subject, but they should
be careful not to introduce into their teaching controversial matter, which has no relation to their
subject. (The words faculty member as used in this document are understood to include the investigator
who is attached to an academic institution without teaching duties.)

3. University or university faculty members are citizens, members of a learned profession, and officers
of an educational institution. When they speak or write as citizens, they should be free from institutional
censorship or discipline, but their special position in the community imposes special obligations. As
persons of learning and as educational officers, they should remember that the public may judge their
profession and their institution by their utterances. Hence they should at all times act in a professional
and responsible manner, and should make every effort to indicate that they are not institutional
spokespersons.

In addition to University policy, state law, specifically the Michigan Campaign Finance Act, regulates

political activities of public bodies, such as state universities, and its employees.

PROCEDURES

In light of University Board of Trustees’ policies and state law, the following guidelines are intended to
help faculty and staff with compliance:

1. Faculty and staff members may engage themselves, as private citizens, in political activities
including support or opposition to candidates for office or ballot questions on their own time. If you
are working for the University and charging your time to a federal grant, any activity to support a
political candidate or ballot question must be conducted on personal time. For questions about
federal grants, contact the Office of Sponsored Programs for more information.

2. University departments or programs may sponsor presentations and discussion groups about an
upcoming election provided that the purpose is to provide factual information on a political subject
or issue if the communication does not support or oppose a ballot question or candidate by name
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or clear inference.

3. Classroom discussions of candidates and ballot questions must be related to course content as
described in the catalog and course syllabus. A reminder to students to register to vote and to vote
is permissible.

4. Faculty and staff members may express their support or opposition to candidates or ballot
questions by wearing buttons.

5. Faculty and staff members, as private citizens, may elect to lend their names to support one or
more candidates for office or in support of or opposition to a ballot question. However, care must
be exercised to assure that the faculty or staff member does not use their University title in
relation to such advocacy.

6. Faculty and staff members shall not use University resources for political activity to support or
oppose candidates for office or ballot questions. “University resources” includes, but is not limited
to:

a. University funds or money administered through a University budget;

b. University facilities including office space or meeting rooms (except speech in open forum areas) or
use of University office address;

c. University equipment including office or cellular telephones, computer hardware or software, printers,
copiers and facsimile machines;

d. University-provided email addresses or use of the University email system;

e. University supplies including stationary, paper, postage, pens, pencils, and other office supplies;

f. University identifying marks including trademarks, logos, University letterhead, and University titles;
and

g. University time including when the faculty or staff member is working or the use of clerical or student

worker time.
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POLICY STATEMENT

Grand Valley State University provides its faculty, staff and students with electronic mail intended for



University-related purposes including direct and indirect support of the University's instructions,
research, and service missions; of University administrative functions; of student and campus life
activities, and of the free exchange of ideas among members of the University community and between

the University community and the wider local, national, and world communities.

The rights of academic freedom and freedom of expression apply to the use of University electronic
mail. Electronic mail sent or received using University facilities is, however, University business and
cannot be guaranteed total privacy. The University does not routinely inspect, monitor, or disclose
electronic mail without the holder's consent. Nonetheless, subject to the requirements for authorization,
notification, and other conditions specified in this Policy, the University may deny access to its
electronic mail services and may in exceptional circumstances inspect, monitor, or disclose electronic

mail.
PROCEDURES
Applicability

This Policy applies to:

e All electronic mail systems and services provided or owned by the University

e All users, holders, and uses of University e-mail services

e All University e-mail records in the possession of University faculty, staff or students or other
e-mail users of electronic mail services provided by the University

This Policy applies only to electronic mail in its electronic form. The Policy does not apply to printed

copies of electronic mail.

This Policy applies equally to transactional information (such as e-mail headers, summaries, and

addresses) associated with e-mail records as it does to the contents of those records.
All users of University electronic mail are subject to:

e Comply with all federal, Michigan, and other applicable laws and regulations; all generally
applicable University rules and policies; and all applicable contracts and licenses. Examples of such
laws, rules, policies, contracts, and licenses include the laws of libel, privacy, copyright, trademark,
obscenity, and child pornography; the Electronic Communications Privacy Act and the Computer
Fraud and Abuse Act, which prohibit unauthorized use or entry into another's account; the
University's_Student Code: the University’'s Anti-Harassment policy; and all applicable software

licenses.

e Users who engage in electronic communications with persons in other states or countries or on
other systems or networks should be aware that they may also be subject to the laws of those
other states and countries and the rules and policies of those other systems and networks. Users
are responsible for ascertaining, understanding, and complying with the laws, rules, policies,
contracts, and licenses applicable to their particular uses.

e Act within the normal standards of professional and personal courtesy and conduct. Access to

University electronic mail services, when provided, is a privilege that may be wholly or partially
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restricted by the University without prior notice and without the consent of the e-mail users when
required by and consistent with violations of University polices, regulations and law.

e Use only those computing resources that they are authorized to use and use them only in the
manner and to the extent authorized. Ability to access computing resources does not, by itself,
imply authorization to do so. Users are responsible for ascertaining what authorizations are
necessary and for obtaining them before proceeding. Accounts and passwords may not, under any
circumstances, be shared with, or used by, persons other than those to whom they have been
assigned by the University.

e Respect the finite capacity of the resources and limit use so as not to consume an unreasonable
amount of those resources or to interfere unreasonably with the activity of other users. Although
there is no set bandwidth limit or CPU time, uses of University electronic mail may be required to
limit resources in accordance with this principle.

e Inspection, monitoring or disclosure of University e-mail records will be at the e-mail holders
consent wherever possible. However, if consent cannot be obtained either voluntarily or
involuntarily, the request shall be brought before University Counsel.

Specific Provisions

A. Users

Users of University electronic mail services are to be limited primarily to University students, faculty,
staff, retirees, and others authorized by the University. Upon normal termination of employment,
employees may retain access to the e-mail account for 30 days. Employees terminated by the
University will have the e-mail account terminated immediately. Retired employees may request access
to the e-mail account as part of the benefit package. Students retain access to an e-mail account as
long as they are registered for courses or completed graduation. GVSU retains the right to remove email

services at any time.

B. Account Usage
GVSU has the right to restrict the amount of storage space available on the network. If an individual

wishes to backup and store e-mail for extended purposes, it is the individual’s responsibility to do so.

Users are granted access to services only for so long as they abide by the Computing Conditions of Use
policy. No person shall gain use of the University's computer system without proper authorization. Any
attempt by a user to gain access to another person’s network account, private network drive, or
restricted areas on the GVSU computer system is prohibited.

University e-mail services shall not be used to send unsolicited commercial emails and such use may
result in your account being disabled.

University e-mail services shall not be used for purposes that could reasonably be expected to cause,
directly or indirectly, excessive strain on any computing resources (bandwidth issues), or unwarranted
or unsolicited interference with others use of e-mail or e-mail systems. Such uses include, but are not
limited to, the use of e-mail services to: (1) send or forward e-mail chain letters; (2) "spam,” that is, to
exploit listservs or similar broadcast systems for purposes beyond their intended scope to amplify the
widespread distribution of unsolicited e-mail; and (3) "letterbomb," that is, to resend the same e-mail



repeatedly to one or more recipients to interfere with the recipient’'s use of e-mail.
C. Representation

Electronic mail users shall not give the impression that they are representing, giving opinions, or
otherwise making statements on behalf of the University or any unit of the University unless
appropriately authorized (explicitly or implicitly) to do so. Where appropriate, an explicit disclaimer shall
be included unless it is clear from the context that the author is not representing the University. An

appropriate disclaimer is: "These statements are my own, not those of the Grand Valley State University.

Policy Violations

Violations of University policies governing the use of University electronic mail services may result in
restriction of access to University information technology resources. In addition, disciplinary action, up
to and including dismissal, may be applicable under other University policies, guidelines, implementing

procedures, or collective bargaining agreements.

Violations will normally be handled through the University disciplinary procedures applicable to the
relevant user. The University may temporarily suspend or block access to an account, prior to the
initiation or completion of such procedures, when it reasonably appears necessary to do so in order to
protect the integrity, security, or functionality of University or other computing resources or to protect
the University from liability. The University may also refer suspected violations of applicable law to

appropriate law enforcement agencies.
Refer to Appendix A. for detail on additional polices and guidelines.
Security and Privacy

The University owns all electronic mail address assigned by the University. The University employs
various measures to protect the security of its computing resources and of their users’ accounts. Users
should be aware, however, that the University couldn’t guarantee such security. Users should therefore
engage in "safe computing" practices by establishing appropriate access restrictions for their accounts,
guarding their passwords, and changing them regularly. Security and privacy of e-mail sent or received
outside of GVSU is subject to standards of other organizations and may be more or less restrictive and

provide more or less privacy protection.

Users should also be aware that their uses of University computing resources are not completely
private. While the University does not routinely monitor individual usage of its computing resources, the
normal operation and maintenance of the University’s computing resources require the backup and
caching of data and communications, the logging of activity, the monitoring of general usage patterns,

and other such activities that are necessary for the rendition of service.
The University reserves the right to monitor e-mail records, without notice, when
a. The user has voluntarily made them accessible to the public

b. It reasonably appears necessary to do so to protect the integrity, security, or functionality of

University or other computing resources or to protect the University from liability

c. There is reasonable cause to believe that the user has violated, or is violating, this Policy



d. An account appears to be engaged in unusual or unusually excessive activity, as indicated by

the monitoring of general activity and usage patterns
e. It is otherwise required or permitted by law

Any such individual monitoring, other than that specified in "a" above, required by law, or necessary to
respond to perceived emergency and/or time-sensitive situations, must be authorized in advance by

University Counsel and an Executive Officer.

The University, in its discretion, may disclose the results of any such general or individual monitoring,
including the contents and records of individual communications, to appropriate University personnel or

law enforcement agencies and may use those results in appropriate University disciplinary proceedings.

Normal examination of e-mail headers by the e-mail administrator is standard procedure to resolve

problems and redirect incorrect addressed e-mail.
Posting and Authority to Change

Because University policies are subject to change, this list may change from time to time. The
authoritative list at any time will be posted under the listings of University policies posted on the World
Wide Web. Authority to change this list rests with the Vice Provost of Academic Services and Information
Technology acting, where policies affecting faculty are concerned, with the advice of the Academic
Senate, where policies affecting students are concerned, with the advice of the Dean of Students, where

policies concerning legal matters, with the advice of University Counsel.

APPENDIX A - REFERENCES

The following list identifies additional policies and procedures, which support this Policy: These and
other laws both provide privacy protection for e-mail and require the disclosure of e-mail under some

circumstances.

e University Policies and Guidelines
e Human Resources
e Faculty Handbook
e Executive, Administrative, Professional Staff Handbook

e Anti-Harassment Policy

e Refer to the Human Resources web site for further policies and guidelines
e Information Technology

e Computing Conditions of Use

e Student Computing Account Agreement

e Student Code

e State of Michigan

e Michigan Freedom of Information Act
e Merit Acceptable Use Policy
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https://www.merit.edu/about-us/policies/#acceptable_use

e Federal Statutes

e Federal Family Educational Rights and Privacy Act of 1974
e Federal Privacy Act of 1974
e Electronic Communications Privacy Act of 1986

EMAIL SIGNATURE BLOCK POLICY
SLT11.2.1

Date of Last Update:
August 08, 2020

Approved By:

e Senior Leadership Team

Responsible Office:
Office of General Counsel

POLICY STATEMENT

All faculty/staff communications from University email accounts should reflect the University’s brand. To
keep our brand identity strong and consistent, and to enhance credibility for our faculty and staff who
communicate via email, all emails created by University employees and delivered via the University’s
email system should feature email signature blocks consistent with this policy.

An email signature block is text and other University information appended to the end of an email in
order to identify the sender and facilitate further contact. Official University email signature blocks
establish credibility for our faculty and staff by clearly identifying them and their roles at the University.
The official signature block provides contact information for the employee and points email recipients to

the University website, a key source of information about the University.

All emails using a University account should have signature blocks consistent with the University brand.
The following items are permissible but not required:

Employee’s name

Employee’s official University title(s)

Employee’s department or office name

Gender pronouns

- Grand Valley State University

- University’s website address, www.gvsu.edu
- Department or Program website

- University or departmental trademarks or logos


https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://www.justice.gov/opcl/privacy-act-1974
https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285
http://www.gvsu.edu/

the University’s general address or employee’s University address

Employee’s department and/or office telephone number, and fax number

Employee’s mobile phone number

Employee’s campus email address

Social media account addresses used solely for advancing scholarly or professional pursuits

- Other University related information may be added such as departmental mission statement, and a

link to University created social media account(s)

- A confidentiality statement is permitted for use below the email signature on all outgoing emails, such
as:

The content of this email is confidential and intended only for the recipient(s) specified. If you
received this message by mistake, please reply so the sender can correct the error, and then
delete this email immediately. Do NOT forward it to a third party without the written consent of
the sender.

Employees may not add to their official email signature block any personal information, including links
to personal websites or social media accounts that are not used solely for scholarly or professional
pursuits related to their position at the University. Except for messages of and concerning the University
no mottos, symbols, quotations, taglines or other statements may be added to the email signature
block, as these may be misunderstood as representing the University’'s official positions, values or views.

All faculty and staff shall comply with this policy by creating an approved email signature block and
using it consistently when communicating via their University email accounts. Should there be
noncompliance to this policy, the individual’s supervisor and/or vice president will enforce compliance

through appropriate means.

COMPUTER VIRUS AND MALWARE POLICY
SLT 11.3

Date of Last Update:
September 06, 2016

Approved By:

e Senior Leadership Team

Responsible Office:
Information Technology

POLICY STATEMENT

When a device or account connected to the GVSU campus network is compromised by a virus or



malicious software, the network is at great risk of harm due to potential damage of university data or
disclosure of sensitive information. To preserve the health of the network and the devices connected to
it, the infected device must IMMEDIATELY be disconnected and removed or the account blocked from
the campus network until Information Technology personnel verify it is no longer compromised. Despite
the disruption this may cause to the individual user, the user is required to produce any infected device
to Information Technology immediately upon request in order to prevent information disclosure, data file

destruction, or exploitation of the compromised account.

Information Technology personnel shall provide their identification and authorization to the device user
that authorizes them to remove the afflicted device prior to its removal. For additional verification, you
may call the IT Service Desk at 331-2101 and ask for a Level 2 staff member to verify the authorization
to pick up a computer. To minimize interruption, Information Technology will take reasonable steps to
provide a substitute device for use on the campus network while the user awaits repair of the original
device. To report that a device might be infected, contact Information Technology immediately at
331-2101.

VOICEMAIL POLICY
SLT 11.4

Date of Last Update:
April 29, 2016

Approved By:
e Senior Leadership Team

Responsible Office:

Information Technology

POLICY STATEMENT

Voicemalil is offered to all AP and faculty personnel. Voicemail must be approved for PSS personnel and
departmental lines by a Dean or Vice Provost and Vice President. Personal lines and other lines that

utilize voicemail must follow the following procedures.

PROCEDURES
A department main number is never to be forwarded to a voicemail.

All greetings are to be personalized and changed when users intend to be out of the office for more

than one day, especially if they do not plan to check voicemail.

An out of office greeting should provide the caller with an alternative name and telephone number to

contact in case of emergency




COMPUTING CONDITIONS OF USE (INFORMATION TECHNOLOGY)
SLT 11.5

Date of Last Update:
October 09, 2015

Approved By:

e Senior Leadership Team

Responsible Office:
Information Technology

POLICY STATEMENT

As members of the Grand Valley State University community, you have the responsibility to use the
university's Information Technology resources in an effective, ethical, and legal manner. Ethical and
legal standards that apply to information technology resources derive directly from standards of
common sense and decency that apply to the use of any shared resource. Grand Valley depends first
upon the spirit of mutual respect and cooperation that has been fostered at the university to resolve
differences and ameliorate problems. The purpose of the statement is to promote the responsible,
ethical, legal, and secure use of Grand Valley's Information Technology resources, including access to

the Internet, for the protection of all users.

PROCEDURES
The following guidelines will be applied to determine appropriate use of Services:

1. Accounts granted are intended solely for the use of the person the account was issued and shall
not be shared.

2. To respect the privacy of other users. Users shall not intentionally seek information on, obtain
copies of, or modify files, or passwords belonging to other users or the University, or represent
others, unless explicitly authorized to do so by those users.

3. To respect the legal protection provided by copyright and licensing of programs, data,
photographs, music, written documents and other material as provided by law.

4. To respect the intended usage of accounts and authorization for specified purposes only.

5. To respect the integrity of the system or network. One shall not intentionally develop or use
programs, transactions, data, or processes that harass other users or infiltrate the system or
damage or alter the software or data components of a system.

6. To adhere to all general university policies and procedures including, but not limited to, policies on
proper use of information resources, information technology, and networks; acquisition, use, and
disposal of University-owned computer equipment; use of telecommunications equipment; ethical
and legal use of software; and ethical and legal use of administrative data.



10.

11.

12.
13.

The

. Using university technology resources for commercial use is strictly prohibited. Such resources are
to be solely used in conjunction with doing business for GVSU or purposes directly related to
academic work.

. To refrain from unauthorized use of network Services which significantly hampers other GVSU
constituents network access.

. Unauthorized use of GVSU networks and/or computers for non-academic purposes is prohibited,

including revenue generating advertising and promotion of business not related to GVSU.

Network connections in Student Housing are intended strictly for client access to GVSU and

Internet resources. Residents are not permitted to offer services to other computers, either

external or internal, within the GVSU Housing Network. External requests for services destined to

the GVSU Housing Network are not permitted. Information Technology reserves the right to disable
network connections within the GVSU Housing Network if complaints are received and it is verified
that a computer is offering an internal service.

The Computer Science and Engineering departments have dedicated networks that can be used

for servers that need to offer services to other computers for educational purposes; in this case the

department is responsible for monitoring and approving the services that are offered as well as
verifying that the computers have been patched and secured against known Internet attacks.

All users of Grand Valley's e-mail accounts are expected to adhere to the Electronic Mail Policy

All users of Grand Valley's external network connections (i.e., Merit and NSFNET) shall comply with

the evolving "Acceptable Use" policies established by the external networks' governing bodies.

e Merit Acceptable Use Policy
e The NSENET Backbone Services Acceptable Use Policy

intent of this policy is to identify certain types of uses that are not appropriate. Using the guidelines

given above, GVSU may at any time make a determination that a particular use is not appropriate.

GVSU will not monitor or judge the content of information transmitted via the Services, but will

investigate complaints of possible inappropriate use. In the course of investigating complaints, GVSU

staff will attempt to preserve the individual's privacy. GVSU is subject to the Freedom of Information Act

and

may be required to supply personal computing information.

DIGITAL MEDIA POLICY

SLT

Dat
Sep

11.6

e of Last Update:
tember 18, 2023

Approved By:

Res

Info

e Senior Leadership Team

ponsible Office:

rmation Technology


https://www.merit.edu/about-us/policies/#acceptable_use
https://w2.eff.org/Net_culture/Net_info/Technical/Policy/nsfnet.policy

POLICY STATEMENT

Technology provides multiple avenues for creating, collecting and distributing information. The ease of
access to this information does not preclude the responsibility of understanding the legal issues

involved in intellectual property.

PROCEDURES

Copyright law protects all material unless placed in the public domain, electronic and digital media
included. Owners of copyrights hold exclusive right to the reproduction and distribution of their material.

Unauthorized use and distribution of copyrighted material is illegal. Legal action against the individual

as well as the university may occur, this includes all audio and video files.

The Digital Millennium Copyright Act (DMCA) of 1998 provides recourse for copyright owners who
believe that their rights have been infringed by unauthorized use of their protected works at an online
location. Copyright owners may contact the service provider to request that the infringing material be

removed or access blocked. Grand Valley State University’s designated DMCA agent is:

Luke DeMott

Assistant Vice President & Chief Information Security Officer (CISO)
Information Technology

44909 Kindschi Hall of Science (KHS)

1 Campus Drive, Allendale, M1 49401

Office: (616)331-2035

For More Information on the DMCA and other copyright issues see, www.copyright.gov

CONFIDENTIALITY, DATA & SECURITY POLICY
SLT 11.7

Date of Last Update:
December 08, 2014

Approved By:
e Senior Leadership Team

Responsible Office:
Information Technology

POLICY STATEMENT

Grand Valley State University regards security and confidentiality of data and information to be of
utmost importance. As such, individuals employed by the University must follow the procedures outlined


http://www.copyright.gov

below.

PROCEDURES
Confidentiality of Data

Each individual granted access to data and information holds a position of trust and must preserve the
security and confidentiality of the information that is used. Individuals are required to abide by all
applicable Federal and State guidelines and University policies regarding confidentiality of data
including, but not limited to, the Family Education Rights and Privacy Act (FERPA). FERPA protects
student information and may not be released without proper authorization. Requests for
information/documents should be referred to the Registrar’s Office or the Legal, Compliance & Risk

Management Office.

Individuals with authorized access to Grand Valley State University’s computer resources, information
system, records or files are given access to use the University’s data or files solely for the business of

the University. Specifically, individuals should:
a. Access data solely in order to perform the employee's job responsibilities.

b. Not seek personal benefit or permit others to benefit personally from any data that has come to

them through their work assignments.
c. Not release University data other than what is required in completion of job responsibilities.

d. Not exhibit or divulge the content of any record, file or information system to any person except
as it is related to the completion of their job responsibilities.

Additionally, individuals are not permitted to operate or request others to operate any University data
equipment for personal business, to make unauthorized copies of University software or related
documentation, or use such equipment for any reason not specifically required by the individual's job
description.

It is the individual’'s responsibility to report immediately to his/her supervisor any violation of this policy

or any other action, which violates confidentiality of data.
Security Measures and Procedures

Some individuals employed by the University are supplied with a network account to access the data
necessary for the completion of their job responsibilities. Users of the University information systems
are required to follow the procedures outlined below:

1. Storage of student or staff confidential data on local storage media (Laptops, Desktops, CDs,
Thumb drives, etc) without proper data encryption is strictly prohibited. Please contact Information
Technology to discuss secure options if confidential data must be transported outside of the
secure network.

2. All transactions, processed by a user ID and password, are the responsibility of the person to
whom the user ID was assigned. The user’s ID and password must remain confidential and must

not be shared with anyone.



3. Access to any faculty or staff account may be granted by the faculty/staff member and/or the
direct supervisor for specific job requirements. You are prohibited from viewing or accessing
additional information (in any format). Any access obtained without written authorization is
considered unauthorized access.

4. Passwords should be changed periodically or if there is reason to believe they have been
compromised or revealed inadvertently.

5. Upon termination or transfer of an individual, Information Technology will immediately remove
access to GVSU data. The email account may stay active for a period of up to 30 days.

Access to University data and information is for the sole purpose of carrying out job responsibilities.
Breach of confidentiality, including aiding, abetting, or acting in conspiracy with any other person to
violate any part of this policy or FERPA policy, may result in sanctions, civil or criminal prosecution and
penalties, loss of employment and/or University disciplinary action, and could lead to dismissal,

suspension, or revocation of all access privileges.

FACULTY/STAFF ABUSE OF TECHNOLOGY
SLT 11.8

Date of Last Update:
April 19, 2015

Approved By:
e Senior Leadership Team

Responsible Office:
Information Technology

POLICY STATEMENT
Information Technology has two primary policies in place that deal with technology resources:

Conditions of Use: As members of the Grand Valley State University community, all users have the
responsibility to use the university's information technology resources in an effective, ethical, and legal
manner. This document outlines these responsibilities.

E-Mail Policy: This Policy clarifies the applicability of law and of other University policies to electronic
mail. It also defines new policy and procedures where existing policies do not specifically address issues

particular to the use of electronic mail.

The policies and procedures to deal with abuse of technology resources for faculty and staff are outlined
below.

e lLevel | - Complaint
e Complaints may be received from an internal or external GVSU constituent
e Upon verification of abuse by an Information Technology staff member, the information is



communicated to either the Vice Provost and Dean of Academic Services or the Director of
Information Technology

e Upon review from the Vice Provost and Dean of Academic Services and/or the Director of
Information Technology, the complaint is further acted upon or discarded.

e Level Il - Contact/Action for First Offenders

e The individual who has abused the technology privileges is contacted by phone by a
designated IT staff member under the direction of the Vice Provost and Dean of Academic
Services and/or the Director of Information Technology

e |f the individual cannot be reached, an attempt to reach them via the secretary, Chair
or Dean is pursued until the individual is contacted.

e The individual is apprised of their abuse and asked to refrain from continuing the
infringement. If email related, the individual will be required to retract the offending
message.

e The individual will be sent a notification from IT via email of the abuse infraction and asked to
return the email with their understanding and intent to comply via the policy.

e The email notification/compliance will be kept on file.

e Level Il - Contact/Action for Second Offenders

e The individual account will be suspended immediately (disable ability to send/receive
messages).

e The individual who has abused the technology privileges is contacted by phone by a
designated IT staff member under the direction of the Vice Provost and Dean of Academic
Services and/or the Director of Information Technology

e If the individual cannot be reached, an attempt to reach them via the secretary, Chair
or Dean is pursued until the individual is contacted.

e The individual Dean or manager is contacted concerning the repeated abuse.

e The individual is apprised of their abuse and asked to refrain from continuing the
infringement.

e The individual account will be re-activated upon contact and compliance of the policy.

e If email abuse, the individual will be required to retract the offending message.

e The individual will be sent a notification via email of the abuse infraction and asked to return
the email with their understanding and intent to comply via the policy and that they will lose
account privileges completely upon the third offense.

e The individuals Dean or manager will be sent a notification via email of the abuse infraction
and asked to return the email with their understanding that the individual will lose account
privileges completely upon the third offense.

e The email notification/compliance will be kept on file from both the individual and the Dean

or manager.

e Level IV - Contact/Action for Third Offenders
e The individual account privileges will be suspended immediately, which consist of email and

network privileges.



e The individual who has abused the technology privileges is contacted by phone by a
designated IT staff member under the direction of the Vice Provost and Dean of Academic
Services and/or the Director of Information Technology

e |f the individual cannot be reached, an attempt to reach them via the secretary, Chair
or Dean is pursued until the individual is contacted. The individual Dean or manager is
contacted concerning the repeated abuse.

e The HRO office is contacted concerning the repeated abuse.

e The individual is apprised of their abuse and told that their privileges have been revoked.

e The individual Dean or manager must contact the Vice Provost and Dean of Academic
Services or the Director of Information Technology to discuss possible reinstatement of
privileges.

e Upon further review with the Provost (for faculty issues) and the HRO office (for staff issues),
the determination to re-instate the technology privileges will be determined.

e The decision will be kept on file.

e Overriding Issues

e If at any time, the technology resources that have been abused are in jeopardy of causing
mass problems for GVSU constituents or the network/files have been compromised, the Vice
Provost and Dean of Academic Services or the Director of Information Technology may
choose to immediately suspend the individual account to ensure the integrity and
continuation of services for the rest of the constituents.

e Upon a decision of this nature, the situation will be brought to the Provost, HRO, appropriate
Dean or manager as quickly as possible to remedy the issue at hand.

PROCEDURES

PHONEMAIL POLICY
SLT 11.9

Date of Last Update:
July 31, 2008

Approved By:

e Senior Leadership Team

Responsible Office:

Telecommunications



POLICY STATEMENT

Department main numbers and widely published phone numbers are “must-answer” lines and are not
assigned PhoneMail. Personal lines and other lines that do utilize PhoneMail must follow the procedures

below.

PROCEDURES

Department main numbers and widely published phone numbers are “must-answer lines” and will not
be assigned PhoneMail. These numbers should always to be answered by a person.

A department main number is never to be forwarded to a PhoneMail box as this causes callers to be put

into an endless PhoneMail loop.

All greetings are to be personalized and changed when users intend to be out of the office for more

than one day, especially if they do not intend to check PhoneMail.

Users are to provide the caller with an alternative person’s name and telephone number to contact if

they are going to be gone for any length of time.
PhoneMail users are to respond to messages within one business day unless they are on vacation.

Unit heads should monitor PhoneMail greetings when the initial installation is made and on a regular

basis thereafter.

If you have any questions about PhoneMail usage or need to report a problem please call either

extension 12148 or 12145 during working hours.

Vice President approval is required for PSS personnel to have PhoneMail installed.

PUBLIC FOLDER POLICY
SLT 11.10

Date of Last Update:
April 19, 2015

Approved By:

e Senior Leadership Team

Responsible Office:

Information Technology

POLICY STATEMENT

GVSU provide public folders to allow postings from any Outlook user on events, announcements,

information of interest and a method to buy/sell articles.



PROCEDURES
Guidelines for consistent and proper use

e Messages posted to the business related public folders should pertain to GVSU sponsored
programs, events, or activities.
e Messages intended for private business or personal profit shall not be posted
e Commercial message and advertisements for non-GVSU entities shall not be posted
e Messages posted to the Barter Board specifically may refer to personal items for sale or items
wanted to buy.
e Messages intended for private business are not allowed
e Commercial messages and advertisements for items for sale or services offered are
prohibited, including home businesses.
e Complaints relative to purchases of items advertised should be conducted privately ¢
e Additionally, messages posted to these public folders board must respect the rights of other users;
for example, they must comply with all University policies regarding sexual, racial, and other
forms of harassment, and shall not divulge personal data concerning faculty, staff, or students
without explicit authorization to do so.

Message life span:

e Any message posted here should be deleted by the author as soon as its purpose has been
resolved

e Messages will be deleted automatically after 7 days.

SECURE OFFICE PROCEDURE
SLT 11.11

Date of Last Update:
April 19, 2015

Approved By:
e Senior Leadership Team

Responsible Office:

Information Technology

POLICY STATEMENT

It is the responsibility of all employees of the University to protect sensitive data against loss or theft.
Awareness, education and practice of the following procedures can assist in this matter. These
procedures are in place to help protect employees, customers, contractors and the university from

damages related to the loss or misuse of sensitive information.



This document refers to securing sensitive data and physical hardware within an office environment or
mobile environment where data may be referenced (at home or on a laptop). It is not meant to address

electronic data stored on university servers.

PROCEDURES
Goals
In order to effectively protect and secure university data, the following goals have been established:

a) Create, distribute and annually review the “Secure Office Procedure” document

b) Train all staff members whose jobs relate to sensitive data on both the “Secure Office
Procedure” and Information Security Best Practices

c) Train departmental managers to be aware of the importance of the procedures and the need to

enforce them
Staff Training

Employee awareness and education is an integral part of securing sensitive data for the university. The

following procedures will be enforced to ensure proper training:

a) Upon hire, the Secure Office Procedure and Setting Strong Password documents are emailed to
the new employee Secure Office Procedures Page 2 of 4

b) Secure Office Procedure and Setting Strong Password documents are sent annually to all
employees via email

¢) Internal training, specific to each area, will be provided to employees who have access to
sensitive data

d) Information Technology will provide Best Practices information at IT seminars and offer to attend

annual departmental meetings to cover the below topics:

i. Awareness of Social Engineering schemes
ii. Secure Office Procedures
iii. Strong Password creation
iv. Data storage
v. Data encryption
vi. Backups
vii. Anti-virus and Anti-spyware tools
viii. Non-secure technologies

GENERAL OFFICE SECURITY PRACTICES

The following procedures should be followed within office suites, individual offices or workrooms and

mobile locations where data may be referenced:



a) Keys or keycards used for access to sensitive data should not be left unattended

b) Passwords should not be shared or written down and left in accessible locations

c) If you have a student that will regularly be using your machine, contact the IT Service Desk and
request a staff account for that student. (Do NOT give out your password)

d) Make certain passwords aren't common information such as date of birth, names of children,
pets, telephone numbers, etc.

e) When you leave your workstation, lock your computer screen

f) Lock up laptops, USB drives, external drives, etc. when unsupervised

g) Contact the IT Service Desk when a computer is to be passed to a new user. IT will clean the
computer, removing previous data and place a clean image on the machine.

h) Printouts containing sensitive data should be removed from networked printers immediately
and filed appropriately in secure cabinets

i) Dispose of sensitive data on hard copy by shredding immediately

|) Departmental front desk staff should confirm identity of all visitors (GVSU staff/student workers

or non-GVSU employees) who are entering their area(s)

i. Employees should feel comfortable requesting what unit someone is from and the purpose
of their visit

ii. Employees should feel comfortable confirming meeting prior to allowing staff
member/student employee to proceed within their departmental areas

iii. Confirm with the GVSU employee they are scheduled to meet
iv. Non-GVSU employees must be escorted to/from meeting area/work area
v. Request ID if necessary

vi. Provide front office staff the ability to view your calendar or print a schedule of your

meetings in advance so they will expect attendees

k) All staff should be responsible to watch for or listen to any unusual activity and to be cognizant

of their surroundings.
Sensitive Information

Sensitive data can be distributed via hard copy or electronic means within an office. When given the
choice, store data electronically versus printing a hard copy. Consider scanning a document to store it
electronically versus hard copy.

a) “Sensitive information” includes but is not limited to the following items, whether stored in electronic
or printed format:

i. All FERPA protected data*
ii. Credit card number (in part or in whole)
iii. Credit card expiration date

iv. Cardholder name



v. Cardholder address

vi. Social Security Number

vii. Business Identification Number

viii. Employer Identification Number

ix. Paychecks

X. Paystubs

xi. Benefit information

xii. Giving information/history

xiii. Health information

xiv. Content of external grants or contracts
b) Securing hard copy sensitive data:

i. Lock cabinets containing sensitive data when not in use or when away for extended periods

of time

ii. Storage rooms containing sensitive data should be locked at the end of the day or when

unsupervised

iii. Desks, workstations, common work areas, printers, and fax machines should be cleared of

all sensitive data when not in use

iv. Whiteboards, dry erase boards, writing tablets, etc. should be erased, removed or

shredded when not in use

v. Documents to be shredded should be done so immediately or locked up until shredding can

occur
vi. At the end of the day, all sensitive data should be in a locked drawer or cabinet

c) Securing electronic sensitive data. Please contact Information Technology if there are questions

in how you are storing/sharing sensitive data electronically.

i. Refrain, when possible from storing sensitive data on your personal computer hard drive or

any external personal devices. Instead use the network drive space.

ii. If storing sensitive data is required on your personal computer hard drive or an external

device, encryption and password protection should be applied

iii. Engage the screensaver when workspace is unoccupied

iv. Computer workstations should be shut down completely at end of work day
v. Lock laptop or external devices containing sensitive data when not in use

vi. Make certain data and/or PC work station screens are not visible to the public (e.g.- near



windows, entry/exit doors, etc.)

vii. If email is used to share sensitive data, encryption and/or password protection should be
used. The following statement should accompany the body of the email:

“This message may contain confidential and/or proprietary information and is intended for
the person/entity to whom it was originally addressed. Any use by others is strictly
prohibited.”

*See information regarding FERPA data at www.gvsu.edu/registrar and click on FERPA

SOFTWARE SUPPORT POLICY
SLT 11.12

Date of Last Update:
April 19, 2015

Approved By:
e Senior Leadership Team

Responsible Office:

Information Technology

POLICY STATEMENT

Information Technology is responsible for providing software support to the campus community. IT
resources are finite. Therefore, reasonable limits must be identified regarding the number and variety of
software products supported by IT. This policy is intended to define those limits.

PROCEDURES

The software industry is characterized by constant change. Therefore, it is unreasonable to establish a
single, static list of supported software. It is equally unreasonable to force the campus community to
change software on a frequent basis.

Information Technology will provide support for the most recent operating systems for Windows and
Macintosh platforms as well as one version back.

Standard software applications issued with a university computer will be supported in the most recent

version and one version back unless compatibility issues arise.

Institutional ownership of a site license does not imply IT support for all products covered by the license.
Software provided in labs and classrooms outside of the standard applications listed above are not
supported by Information Technology. Software assistance is required through the vendor providing the

application.



http://www.gvsu.edu/registrar

TECHNOLOGY ACQUISITION POLICY
SLT 11.14

Date of Last Update:
September 09, 2022

Approved By:

e Senior Leadership Team

Responsible Office:
Information Technology

POLICY

The purpose of this policy is to establish standards, guidelines, and procedures for the purchase and/or
lease of all information technology hardware, software, and computer-related components, as well as
the contracting for all technical services. This policy will ensure that all Grand Valley State University
purchases and leases align with strategic priorities; existing technical infrastructure, assets, and
standards; information security guidelines; legal and regulatory compliance; optimal use of institutional

funds and resources; and must still comply with general university procurement procedures and policies.

This policy applies to all who access the institution’s information technology resources and services,
including administrators, faculty, employees, students, contractors, and vendors.

This policy covers all information technology hardware, software, and computer-related components
purchased and/or leased with Grand Valley State University funds. Specifically, this policy includes, but
is not limited to, the following Grand Valley State University technology resources:

e« Endpoint hardware such as desktops, laptops, tablets, printers, and mobile devices.

« Devices connected to GVSU’s network infrastructure, wired or wireless.

 Enterprise audio-visual equipment for offices, classrooms, and/or conference rooms.

e Applications or endpoints intended for use in labs and/or classrooms.

e Enterprise infrastructure including servers, switches, research machines, and storage devices.
e Software, services, and applications including those provided by an external party.

e Systems/services that consume, create, or update University data including those that allow

access using University accounts.

This policy extends to technical services, such as off-site disaster recovery solutions and Internet
Service Providers (ISPs), as well as professional services, such as consultants and legal professionals
hired through the Information Technology Division. These include, but are not limited to, the following:

 Professionals or firms contracted for IT services
e Technical training services
e Co-location services

« Disaster recovery services



« Data network services

All hardware, software, or components purchased and/or leased with Grand Valley State University
funds are the property of Grand Valley State University. This includes items purchased through grants
and professional development funds.

POLICY STATEMENT

1. The Information Technology Division is responsible for acquiring and/or approving all hardware
and software products purchased and/or leased with university funds. Through normal operational
means, the Information Technology Division replaces certain hardware on a regular basis and
maintains a software library containing products that meet most needs. The purpose of this policy
is to define the process by which additional hardware and software products are reviewed,
purchased/leased, and maintained, with respect to data security, operational integrity, and
long-term sustainability. The Information Technology Division will neither install nor support
hardware or software that has not been approved in advance of purchase and/or lease. The
Information Technology Division can assist in determining if the University already owns hardware
and software that meets departmental needs.

2. All technology purchases and/or leases that either A) exceed $500 per unit or $1000 total or B)
include computers, laptops, network-connected devices, local or cloud-based storage, tablets,
peripherals, phones, printers, copiers, software that consumes/transmits/stores GVSU data, or
service contracts must first be submitted to the Information Technology Division*. In addition to IT

approval, funding must also be approved by a department head (or designee) prior to procurement.

* 1T review will begin within two business days. All technology acquisitions must be completed
through standard purchasing and procurement processes; personally funded technology

purchases for Grand Valley State University business needs may not be reimbursed.

3. A standard items list will be maintained containing Grand Valley State University’s pre-approved
technology devices, applications, services, and products. Standard items have been proven to be
supportable by the Information Technology Division, compatible with university-supported
systems, and cost-effective. Selected vendors have been vetted for optimal pricing and support.
Departments should use this list as a source for products and services. Suggested vendors can be
evaluated.

4. A requested item already in inventory, will be made available to the requestor. Requests for
standard items not in inventory will be processed according to this policy statement and in

alignment with standard purchasing procedures.

5. If approved, a formal selection process will be initiated that will involve a thorough vendor
sourcing, per the University’s Procurement Policy.



« The selection process may vary depending on the type, cost, and other purchase significance
factors.

e Individuals requesting non-standard items for purchase and/or lease can suggest a potential
vendor if a pre-existing relationship exists between that vendor and Grand Valley State University

or use the procurement CO-OP that has pre-vetted certain vendors/products.

6. For the purchase of cellular phones and wireless service provider contracts, please see the

University Cellular Phone and Wireless Communication Policy.

7. See the University Procurement Policy for additional purchasing guidelines.

8. All purchased technologies must comply with the Confidentiality, Data & Security Policy.

PROCEDURES
1. Supported hardware and software request procedure

a. Review the list of standard items and confirm whether the request can be fulfilled from
the university’'s preferred list of items.
b. Contact information technology for a quote and availability.

c. Complete the technology requisition form.
2. Non-supported hardware and software need to have additional approvals.

Submit an IT service portal ticket for review.

a
b. IT review will begin within two business days.

c. The decision will be communicated in writing to the requestor.

d Requests whose implementation or deployment are complex, costly, and/or highly visible
will be converted into project requests for further

consideration.

Non-Compliance

Non-compliant technology acquisitions will not be supported by the Information Technology Division.
Hardware and devices purchased outside this acquisition policy will not be permitted to connect to the
GVSU network. Additionally, GVSU data is not permitted to be collected or stored through software or
storage purchased outside this acquisition policy. Repeated violations of this policy will result in
notification to Appointing Officers and GVSU Business and Finance for further review and action.



https://www.gvsu.edu/policies/policy.htm?policyId=811BB351-CB99-974A-1D3DE62C758C22A7
https://www.gvsu.edu/purchasing/purchasing-policies-and-procedures-147.htm
https://www.gvsu.edu/policies/policy.htm?policyId=82527D0B-9D97-689F-5B62B2ECE39F80BE&

